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Best Practices/Preparing for the Possibility of Civil Unrest

In light of recent events and the current socio-political issues affecting our nation, VFC
Shield reminds members of available resources, best practices, and to always remain

vigilant.

VFC Statement on the 1st Amendment

The VFC recognizes that United States Citizens have constitutionally protected rights
to assemble, speak, and petition the government. The VFC safeguards these first
amendment rights, and reports on only those activities where the potential use of
rhetoric and/or propaganda could be used to carry out acts of violence. Additionally,
potential criminality exhibited by certain members of a group does not negate the
constitutional rights of the group itself or its law-abiding participants to exercise their
individual liberties under the First Amendment to the United States Constitution.

CYBER+INFRASTRUCTURE

CISA - Resources for Civil
Unrest Threat

CISA offers a suite of resources to facilitate

the sharing of threat and incident information,

assist in decision- making, and enhance the
security capabilities of critical infrastructure

facilities.

Check out this PDF for great information on
SAR Reporting, Bombing Prevention,
Securing Soft Targets and a bevy of other

resources.

CISA - Personal Security
Considerations

In recent months, the U.S. has experienced
civil unrest across various jurisdictions. Due
to continued sociopolitical issues, there
remains a potential for further unrest
Domestic terrorists and other violent
extremist actors may continue to leverage
peaceful protests to attempt to incite hate,
destroy critical infrastructure, and inflict
bodily harm. Extremist actors have also used

rhetoric to attempt to threaten high- profile

individuals associated with the management
and operation of critical infrastructure. To
reduce risk, the Cybersecurity and
Infrastructure Security Agency (CISA)
recommends that individuals, particularly
those with higher profile status, implement
basic security measures to increase personal

safety.

Check out this resource for Behavioral
Indicators, Personal Security Measures, and

other great information to keep you and your

family safe.

Mass Gatherings - Taking
Charge of your Personal
Safety

Mass Gatherings - Security
Awareness for Soft Targets

Mass gatherings — either in the form of
A mass gathering occurs when a large indoor events or outdoor gatherings — can
number of people come together in a take place in many different formats and

particular location for a specific purpose. fi

tions. The following pi

These locations, those

provide some basic actions to be
with large crowds, could be an attractive considered by those responsible for the

target for terrorism and other crimes. If safety and security of these locations.

View Resource —

everyone plays their part, we can keep our
neighborhoods, communities, and the nation

safe against the threats we face.
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BE PREPARED

If you plan to pat
demonstrations:

If you are a business owner
concerned about civil unrest:

1. Stay informed
Depending on where you live, protest

Make sure you know where the exit

points are. organizers are required to get a permit before

demonstrating publicly. Most protesters
advertise those events to garner more

Consider leaving if the crowd seems to
be getting out of control.

participation and coordinate the protest with
police officials. Keep up to date on events in
your community by contacting local officials or
viewing your city's website for posted
information on upcoming events. Moreover,

Wear closed-toe shoes and keep the

laces tied to prevent tripping. stay abreast of emergency protocols in your

area.

2. Reduce building weaknesses
Determine what makes your storefront more

Avoid standing on or near structures

that could collapse.
vulnerable. Are there dark alleys and large

windows? A building should have adequate
lighting at all entrances along with security

Walk around crowds rather than
pushing through them.

cameras with alarms to capture intruders on

tape and notify police automatically.

Windowless doors made from steel and

deadbolts help to deter vandalism.

« Leave early or late to avoid the rush
when the event is over. 4. Close your store

Sometimes closing your store is the best

decision to ward off losses. Your prime

concern is the health and safety of employees

and consumers, as well as preventing

If you're caught in @ moving crowd, walk
sideways or diagonally across it to work

your way out. physical damage to property. You can also

adjust store hours and reduce the number of
employees who work based on city curfews.
Gain guidance from governing officials as to

Keep your phone charged and on.

. the safest time to remain open.
Program it to vibrate as well as ring.

5. Revise your schedule

If you expect deliveries, reschedule them for a
different day or week. You also don’t want to
be meeting with clients or staff when a protest
is ongoing. Keep staff members informed of
safety plans, so they know what to expect.

6. Call the police

If trespassers look suspicious and won't leave
your property, get police assistance
immediately. It's not advisable to take matters
into your own hands or use firearms as a
means to protect your premises.

7. Review your insurance policy

Make sure your business policy includes
coverage for property damage incurred
during a protest. You should meet with your
insurance agent to verify what exactly your
liability and property insurance policy covers.

This is an open-source product. Redistribution is encouraged.
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily
reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you

with event information to highlight available resources designed to improve public safety and reduce

the probability of becoming a victim of a crime.
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