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Building safer tomorrows.
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Learn How to Prevent
Ransomware Attacks at K-12
Schools - Do you know the
risks of ransomware?

Cybersecurity
Recommendations for K-12
Schools Using
Videoconferencing Tools

and Online Platforms Ransomware is a form of malware

This video-conferencing product is for designed to encrypt files on a device,

school district and campus IT rendering any files and the systems

administrators and staff charged with that rely on them unusable. Malicious

securing their IT networks, as well as actors then demand ransom in

end users such as teachers to help exchange for decryption. In recent

them think through cybersecurity years, ransomware incidents have

issues. become increasingly prevalent among

View Resource

the Nation’s state, local, tribal, and
territorial (SLTT) government entities
and critical infrastructure organizations.
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Resource | StopBullying.gov

Resource | SchoolSaftey.gov
Prevention: Learn how to
identify bullying and stand
up to it safely

Guide for Developing High-
Quality School Emergency
Operations Plans

This video-conferencing product is for When adults respond quickly and

school district and campus IT consistently to bullying behavior they
administrators and staff charged with send the message that it is not
securing their IT networks, as well as acceptable. Research shows this can
end users such as teachers to help stop bullying behavior over time.
them think through cybersecurity

issues. Parents, school staff, and other adults

View Resource

in the community can help kids prevent
bullying by talking about it, building a
safe school environment, and creating
a community-wide bullying prevention

strategy.
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This is an open-source product. Redistribution is encouraged.
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This product is the result of collaboration and cooperation with the following Shield partners.
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily
reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
with event information to highlight available resources designed to improve public safety and reduce
the probability of becoming a victim of a crime.
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