View in a browser

CyberAware

Awareness Through Information Sharing

Incidents/Articles of Note:

. Gang Leaks M itan Police Data after Failed Negotiation:
FBI — CISA Published a Joint Advisory as Colonial Pipeline Suffers a
Catastrophic Ransomware Attack

. C Against Critical Infrastructure Organizations Spotlight An IT, OT
Cultural Divide

DarkSide Ransomware Servers Reportedly Seized, Operation Shuts Down
Hackers Using Microsoft Build Engine to Deliver Malware Filelessly

* 85% of Breaches Involve the Human Element

Microsoft Outlook Bug Prevents Viewing Or Creating Email Worldwide
Millions Of Households At Risk From Outdated Routers

New Qualcomm Chip bug Could Let hackers Spy On Android Devices

Data Leak Implicates Over 200,000 People In amazon Fake product Review
Scam

Tools and Resources
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This is an open-source product. Redistribution is encouraged.

View Virginia Fusion Observe Suspicious
Center Homepage Activity?
Click Here Report Online

Not a VFC Shield Member?

"Awareness Through Information Sharing"

This product is the result of collaboration and cooperation with the Hanover County Sheriff's

Department.
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* Report SAR

* Email Coordinator

The opinions or conclusions of the authors reflected in the open source articles does not necessarily
reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
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