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Shield Members,

Amazon Prime Day is today and tomorrow. Once again, cyber criminals are busy

sending requests and special "deals" that are scams. If you get any Prime Day offers

in email, on your phone, or via social media remember these things:

Carefully look out for incorrect grammar, punctuation, and any misspellings of

email addresses, ads, and domain names

If you're asked to provide additional details (e.g. your birthday or social security

number), it is most likely a scam

Make sure to have strong passwords on all of your accounts

Use two-factor authentication whenever possible such as a texted PIN or

challenge questions

Use a Credit Card instead of a Debit Card

Don't use emailed links! Go directly to the vendor you need to access from your

browser or app.

Cyber criminals have created hundreds of fake domains with the words "Amazon" and

"Prime". So, especially watch out for scams during these two days!

The screenshot below shows a current attempt to steal your account username and

password:

 

This is an open-source product.  Redistribution is encouraged.
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"Awareness Through Information Sharing"

 
This product is the result of collaboration and cooperation with the Hanover County Sheriff's

Department. 
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Need Help with this Email? Useful Links

 View in a browser • VFC Fusion Site

VFC Shield  • Shield Homepage

"Awareness Through
Information Sharing"

• All Products

  • Report SAR

  • Email Coordinator

 
The opinions or conclusions of the authors reflected in the open source articles does not necessarily

reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
with event information to highlight available resources designed to improve public safety and reduce

the probability of becoming a victim of a crime.
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