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Resources Report SAR

Incidents/Articles of Note:

Virginia needs more IT security staff to defend against cyber attacks, new report

says

Facebook: Outage caused by faulty routing configuration changes

This new Android malware gets full control of your phone to steal passwords

and info

House approves legislation to protect K-12 schools against cyberattacks

Researcher discloses iPhone lock screen bypass on iOS 15 launch day

A new smishing malware, named TangleBot, has been discovered stealing

financial and personal

Close to half of on-prem databases contain vulnerabilities, with many critical

flaws

The Telegraph exposes 10 TB database with subscriber info

Lawmakers introduce bill to identify and protect critical groups from cyber

threats​

 

- Tools and Resources -

 

Resource | DHS CISA

CISA – Cyber Awareness

Month

CISA and the National Cybersecurity

Alliance (NCSA) remind users to

continue to “Do Your Part.

#BeCyberSmart.” during October—

2021’s Cybersecurity Awareness

Month!

 

In 2021, CISA and NCSA will focus on

different outreach themes each week to

include:  

Be Cyber Smart

Phight the Phish!

Experience. Share. –

Cybersecurity Career Awareness

Week

Cybersecurity First

View Resource

 

 

Article | zdnet.com

Internet Safety Guide for

College Students

Internet safety matters––particularly for

college students. Take identity theft, for

example. Victims of identity theft may

see their credit score tank. That can

make it harder to qualify for an

apartment, apply to certain jobs, or

take out a car loan. And bad credit can

follow students for years after

graduation.

College students need to prioritize

cybersecurity awareness. By taking a

few simple steps, students can protect

their private data and decrease the

chances of falling for a phishing scam,

putting private information at risk, or

becoming the victim of identity theft.

View Article
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily reflect the
opinion of the Virginia Fusion Center. The sources have been selected to provide you with event information to

highlight available resources designed to improve public safety and reduce the probability of becoming a victim of a
crime.
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