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Incidents/Articles of Note:

FBI Warns US Athletes Of Malicious Cyber Activities During Beijing Olympics,
Asks Them To use Temporary Phones
Scammers Are Posting Fake Job Ads On Networking Sites To Steal Your
Money And Identity
CISA Expands Its “Must Patch” List
Cybersecurity Report Points Finger At Employees
Microsoft 365 Phishing Attack Makes Comeback
Highly Evasive Adaptive Threats (HEAT) bypassing traditional security
defenses﻿

 

 

    View in a browser

https://fusion.vsp.virginia.gov/vfcshield/cyberaware-feb-2022-1-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.aninews.in/news/world/asia/fbi-warns-us-athletes-of-malicious-cyber-activities-during-bejing-olympics-asks-them-to-use-temporary-phones20220202024333/
https://www.infosecurity-magazine.com/news/cisa-patch-cves-dating-back-to-2014/
https://www.infosecurity-magazine.com/news/most-ransomware-infections-self/
https://www.infosecurity-magazine.com/news/microsoft-365-attack-comeback/
https://www.helpnetsecurity.com/2022/02/08/cyberthreats-bypass-security-defenses/
https://www.zdnet.com/article/fbi-warning-scammers-are-posting-fake-job-ads-on-networking-sites-to-steal-your-money-and-identity/#:~:text=The%20FBI's%20Internet%20Crime%20Center,steal%20money%20from%20job%20seekers.
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- Tools and Resources -

This is an open-source product. Redistribution is encouraged.

View Virginia Fusion 
Center Homepage

Click Here

Observe Suspicious 
Activity?

Report Online

Resource DHS CISA

2021 Trends Show Increased 
Globalized Threat of 
Ransomware
CISA, the Federal Bureau of Investigation
(FBI), the National Security Agency (NSA), 
the Australian Cyber Security Centre
(ACSC), and the United Kingdom’s 
National Cyber Security Centre (NCSC-
UK) have released a joint Cybersecurity 
Advisory
(CSA) highlighting a global increase in
sophisticated, high-impact, ransomware 
incidents against critical infrastructure 
organizations in 2021. This CSA provides 
observed behaviors and trends as well as
mitigation recommendations to help 
network defenders reduce their risk of
compromise by ransomware.

View Resource

Resource | CSO Online

What is the dark web? How 
to access it and what you'll 
find
The dark web is a part of the internet 
that isn't indexed by search engines. 
You've no doubt heard talk of the “dark
web” as a hotbed of criminal activity — 
and it is. View this rundown on the dark 
web for more information on this topic.

View Resource

https://www.cisa.gov/uscert/ncas/alerts/aa22-040a
https://www.cisa.gov/uscert/ncas/alerts/aa22-040a
https://www.csoonline.com/article/3249765/what-is-the-dark-web-how-to-access-it-and-what-youll-find.html
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 
Not a VFC Shield Member?

Join Today

 



 
Virginia Shield Coalition

 
"Awareness Through Information Sharing"

 

 
 

‌ 

------ ‌

 

Need Help with this Email? Useful Links

  View in a browser VFC Fusion Site

VFC Shield   Shield Homepage

"Awareness Through Information
Sharing" All Products

    Report SAR

    Email Coordinator

 
The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.

‌

https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://staffordshield.com/
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.louisacounty.com/2352/Shield
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-feb-2022-1-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/sar
mailto:dante.robinson@vsp.virginia.gov

