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Incidents/Articles of Note:

Warner: Russian cyber-attacks against U.S. 'a real possibility'
Virginia ranked as one of the best states prepared for public health
emergencies
Biden Signs Cyber Incident Reporting Bill Into Law
CISA ‘Cyber Storm’ Exercise Simulated Response To Critical Infrastructure
Attack
Top Threats For The Financial Sector
Ransomware Attack Led Bridgestone To Halt US Tire Production For A Week
Three Men Plead Guilty to Conspiring to Provide Material Support to a Plot to
Attack Power Grids in the United States
DHS and the Virginia Smart Community Testbed to fund IoT security 'best
practices' blueprint﻿
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https://fusion.vsp.virginia.gov/shield-products
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https://fusion.vsp.virginia.gov/shield
https://richmond.com/news/state-and-regional/govt-and-politics/warner-russian-cyber-attacks-against-u-s-a-real-possibility/article_d5f171b9-4fc0-5206-b01c-78b76e20d257.html
https://www.nbc12.com/2022/03/19/virginia-ranked-one-best-states-prepared-public-health-emergencies/
https://apnews.com/article/russia-ukraine-technology-business-congress-gary-peters-c46e063220568b2beb56220ac60f6041
https://therecord.media/cisa-cyber-storm-exercise-simulated-response-to-critical-infrastructure-attack/
https://www.helpnetsecurity.com/2022/03/15/financial-services-threat/
https://www.darkreading.com/attacks-breaches/ransomware-attack-shut-down-some-bridgestone-tire-operations-for-a-week
https://www.justice.gov/opa/pr/three-men-plead-guilty-conspiring-provide-material-support-plot-attack-power-grids-united
https://www.smartcitiesdive.com/news/dhs-and-the-virginia-smart-community-testbed-to-fund-iot-security-best-pra/620840/
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This is an open-source product. Redistribution is encouraged.

View Virginia Fusion 
Center Homepage

Click Here

Observe Suspicious 
Activity?

Report Online

Article | Virginia Commonwealth University

5 Challenges of Protecting 
Critical Infrastructure
From bridges to roads, power plants to 
water systems, financial institutions to 
communications networks, a nation is 
supported by its infrastructure. What’s at 
risk if our nation’s vital infrastructure is 
threatened? The very safeguards 
citizens rely on are compromised: public 
health, safety, the ability to govern, 
public confidence and national security, 
to name only a few.

View Resource

Resource | CISA

CISA Services Catalog
The CISA Services Catalog is all of
CISA, all in one place – a single 
resource that provides users with 
access to information on services 
across all of CISA’s mission areas that 
are available to Federal Government;
State, Local, Tribal and Territorial
Government; Private Industry;
Academia; and NGO and Non-Profit
stakeholders.

View Resource

- Tools and Resources -

https://onlinewilder.vcu.edu/blog/what-is-critical-infrastructure-protection/
https://www.cisa.gov/publication/cisa-services-catalog
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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