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Incidents/Articles of Note:

Conti ransomware gang backs Russia, threatens US
Anonymous is 'waging war' on Russia: Several broadcasts hacked
‘Extremely Destructive’ Russian Cyberattacks Could Cost U.S. Billions Of
Dollars
85 Percent Of Organizations Have Suffered Ransomware Attacks
How Prepared Are Organizations To Face Email-Based Ransomware
Attacks?
Three Ways To Defeat Ransomware
Sophisticated New Phishing Attack Impersonates DocuSign
Watch out for this phishing attack that hijacks your email chats to spread
malware

 

 

   View in a browser

https://fusion.vsp.virginia.gov/vfcshield/cyberaware-march-2022-1-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.techtarget.com/searchsecurity/news/252513982/Conti-ransomware-gang-backs-Russia-threatens-US
https://www.jpost.com/breaking-news/article-700529
https://www.forbes.com/sites/jonathanponciano/2022/03/07/extremely-destructive-russian-cyberattacks-could-cost-us-billions-of-dollars-in-economic-damage-goldman-warns/?sh=3341e2502dc0
https://betanews.com/2022/03/01/85-percent-of-organizations-have-suffered-ransomware-attacks/
https://www.helpnetsecurity.com/2022/02/28/email-based-ransomware-attacks/
https://www.securityweek.com/three-ways-defeat-ransomware
https://betanews.com/2022/02/24/sophisticated-new-phishing-attack-impersonates-docusign/
https://www.zdnet.com/article/watch-out-for-this-phishing-attack-that-hijacks-your-email-chats-to-spread-malware/
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This is an open-source product. Redistribution is encouraged.

View Virginia Fusion 
Center Homepage

Click Here

Observe Suspicious 
Activity?

Report Online

  

    

      
     

 
   

    
     

     
  

    
    

 

  

      
    

        
     
     

     
        
     

        
 

 

- Tools and Resources -

Resource | FBI

Official Alerts and Cyber 
Statements
Official FBI updates to help stakeholders 
guard against the ever- evolving 
ransomware threat
environment. These advisories, FBI
Flashes, FBI Private Industry 
Notifications (PINs) and joint statements 
are designed to help cybersecurity
professionals and system
administrators' guard against the
persistent malicious actions of cyber 
actors.

View Resource

Resource | KimKomoto

Chart - See How Long it'll 
Take to Crack Your 
Passwords
On average, it takes a hacker about two 
seconds to crack an 11-character 
password that uses only numbers. 
Throw in some upper- and lower-case
letters, and it will take a hacker one 
minute to hack into a seven-character
password.

You this chart to see how secure your 
passwords are.

View Resource

https://www.cisa.gov/stopransomware/official-alerts-statements-fbi
https://www.komando.com/security-privacy/check-your-password-strength/783192/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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Need Help with this Email? Useful Links

  VFC Fusion Site

VFC Shield   Shield Homepage

"Awareness Through Information
Sharing" All Products

   

   

 

Report SAR

Email Coordinator

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.

Not a VFC Shield Member?

Join Today

View in a browser

https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://staffordshield.com/
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.louisacounty.com/2352/Shield
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-march-2022-1-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/sar
mailto:dante.robinson@vsp.virginia.gov

