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Incidents/Articles of Note:

US Critical Infrastructure Targeted By AvosLocker Ransomware

U.S. Government Warns Companies of Potential Russian Cyber Attacks
Microsoft the No. 1 Most-Spoofed Brand in Phishing Attacks
FBI Warns of Ransomware Attacks Targeting Local Governments

China accused of cyber-attacks on Ukraine before Russian invasion
New Executive Order Issued Regarding Cryptocurrency
Hackers Hit Email Marketing Firm Mailchimp
New and less known cybersecurity risks you should be aware of
This creepy new Android malware records your audio and tracks your location
Anonymous: the hacker collective that has declared cyberwar on Russia
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https://thehackernews.com/2022/03/us-government-warns-companies-of.html
https://www.darkreading.com/vulnerabilities-threats/microsoft-the-1-most-spoofed-brand-in-phishing-attacks
https://www.securityweek.com/fbi-warns-ransomware-attacks-targeting-local-governments
https://www.theguardian.com/technology/2022/apr/01/china-accused-of-launching-cyber-attacks-on-ukraine-before-russian-invasion
https://www.cnbc.com/2022/03/09/heres-whats-in-bidens-executive-order-on-crypto.html
https://www.pcmag.com/news/hackers-hit-email-marketing-firm-mailchimp-to-target-crypto-users#:~:text=Cryptocurrency-,Hackers%20Hit%20Email%20Marketing%20Firm%20Mailchimp%20to%20Target%20Crypto%20Users,the%20cryptocurrency%20hardware%20wallet%20Trezor.
https://www.helpnetsecurity.com/2022/04/04/new-cybersecurity-risks/
https://www.techradar.com/news/creepy-new-android-malware-records-your-audio-tracks-your-location#:~:text=Cybersecurity%20researchers%20from%20Lab52%20have,read%20and%20send%20SMS%20messages.
https://www.theguardian.com/world/2022/feb/27/anonymous-the-hacker-collective-that-has-declared-cyberwar-on-russia
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This is an open-source product. Redistribution is encouraged.
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Activity?
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Article | Forbes
Resource | CCI

Cybersecurity Trends For
2022: Why Staying Ahead Of 
The Threat Has Never Been 
So Critical
2021 was a devastating year for
cybersecurity. As business accelerated 
digital adoption and people played out 
their lives online, threat actors were 
ready to capitalize on the transitional
moment, savagely targeting everything 
from critical health infrastructure to 
small and medium-sized businesses.

Read Article

Commonwealth Cyber 
Initiative
The Commonwealth Cyber Initiative
(CCI) is Virginia’s main access point for 
cybersecurity research, innovation, 
workforce development, and news. In 
this community, researchers find 
funding and collaboration, students 
discover diverse career possibilities, 
and new innovations come to life.

More Inof

- Tools and Resources -

https://www.forbes.com/sites/theyec/2022/02/01/cybersecurity-trends-for-2022-why-staying-ahead-of-the-threat-has-never-been-so-critical/?sh=697d41878b08
https://cyberinitiative.org/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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