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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ CISA Exec: Lack Of Ransomware Incident Reporting Is Crippling Defense
Efforts

e 9 Types Of Computer Virus And How They Do Their Dirty Work

e Since 2004, The Average American Has Had At Least 7 Data Breaches

e Bad News: The Cybersecurity Skills Crisis Is About To Get Even Worse

e U.S. Water Utilities Prime Cyber Attack Target

e Education Sector Under Constant Cyber Attacks

¢ AlphaBay, the Largest Online 'Dark Market,' Shut Down

* Ransomware attacks have dropped. And gangs are attacking each other's
victims

This is an open-source product. Redistribution is encouraged.
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- Tools and Resources -

CISA

CYBER+INFRASTRUCTURE

Training | CISA
Upcoming Cyber Training

The incident response curriculum
provides a range of training offerings for
beginner and intermediate cyber
professionals encompassing basic
cybersecurity awareness and best
practices for organizations and hands-
on cyber range training courses for
incident response. Course types
include: Awareness Webinars and
Cyber Range Training. These courses
provide valuable learning opportunities
for everyone from cyber newbies to
veteran cybersecurity engineers.
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MATIOMAL GOVERNORS ASSOCIATION

Resource | NGA

Resource Center For State
Cybersecurity

The significant and continued growth of
cyber-attacks against the United States
makes cybersecurity a critical issue for all
Governors. To help states address the
consequences of the rapidly evolving and
expanding technological threats now faced
by law enforcement

agencies, public works and energy
agencies, private financial and
communications sectors and the general
public, NGA launched a Resource Center
for State Cybersecurity to provide
Governors with resources, tools and
recommendations to help craft and
implement effective state cybersecurity
policies and

practices. To inform the work of the
Resource Center, NGA is working with
leading experts, practitioners,
representatives from key state and federal
agencies and representatives from private
industry to develop resources and tools
and to provide strategic recommendations
on state cybersecurity issues.
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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