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Incidents/Articles of Note:

o Cybersecurity for critical infrastructure approved in $840 billion defense bill

¢ DOE Releases Strategy for Building Cyber-Resilient Energy Systems

e Making Critical Infrastructure Supply Chains Secure by Design

¢ Resilient Critical Infrastructure Starts with Zero Trust

e Critical infrastructure in critical condition

¢ Panel finds notorious Log4j internet bug did not lead to any "significant"
attacks on critical infrastructure

¢ What to do about inherent security flaws in critical infrastructure?

* The cyber insurance market has a critical infrastructure problem

This is an open-source product. Redistribution is encouraged.


https://fusion.vsp.virginia.gov/vfcshield/ciaware-july-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.defensenews.com/cyber/2022/07/19/cyber-defense-for-critical-infrastructure-approved-by-house/
https://www.energy.gov/articles/doe-releases-strategy-building-cyber-resilient-energy-systems
https://www.supplychainbrain.com/blogs/1-think-tank/post/35309-making-critical-infrastructure-supply-chains-secure-by-design
https://www.meritalk.com/resilient-critical-infrastructure-starts-with-zero-trust/
https://www.protocol.com/newsletters/protocol-enterprise/critical-infrastructure-cybersecurity-silicon-wafer?rebelltitem=1#rebelltitem1
https://www.cbsnews.com/news/log4j-cyber-safety-review-board-report/
https://www.theregister.com/2022/07/03/inherent_security_flaws_ics/
https://www.cyberscoop.com/cyber-insurance-gao-critical-infrastructure-ransomware/

- Tools and Resources -

Resource | CISA
What To Do - Bomb Threat

Bomb threats or suspicious items
should always be taken seriously. How
quickly and safely you react to a bomb
threat could save lives, including your
own. What should you do?

The guidance and resources listed
below outline in-depth procedures for
either bomb threats or suspicious items
and will help you prepare and react
appropriately during these events.

Click Here

View Virginia Fusion
Center Homepage

TechTarget

Article | TechTarget

How to Create a Critical
Infrastructure Incident
Response Plan

As the number of threats against critical
infrastructure rises, organizations
should prepare for potential disruptions
to these key resources.

Here, explore what constitutes critical
infrastructure, the benefits of an incident
response (IR) plan and how to create a
critical infrastructure incident response
plan.

Observe Suspicious
@ Activity?

Report Online


https://www.cisa.gov/what-to-do-bomb-threat
https://www.techtarget.com/searchsecurity/tip/How-to-create-a-critical-infrastructure-incident-response-plan
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar

Not a VFC Shield Member?

Virginia Shield Coalition
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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