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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Credential Stuffing Resulted In Embarrassing School Movement

¢ Blame Game Follows Uber Hack. Experts Say Don't Fault Employee.

e Let's Not Forget About The Retail Sector

¢ Vehicle Cybersecurity Just Got A Boost

e USA Is Getting Serious About Cryptocurrency Crime

o States Are Taking Action Against Ransomware Actors

e Space Force Shifting Resources To Intelligence And Cybersecurity

e Canadian Police Raid "Anonymous" Hacker's Residence

e Secure Software Now Mandated for Federal Supply Chain

* Mobile Phone Hackers Wield "Violence-as-a-service" For Money, Revenge

This is an open-source product. Redistribution is encouraged.
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https://therecord.media/ransomware-attacks-on-retail-increase-average-retail-payment-grows-to-more-than-200k/?web_view=true
https://www.nextgov.com/cybersecurity/2022/09/traffic-safety-agency-issues-final-guidelines-vehicle-cybersecurity/376890/
https://www.theregister.com/2022/09/17/doj_cryptocurrency_crime/
https://therecord.media/an-inside-look-into-states-efforts-to-ban-govt-ransomware-payments/?web_view=true
https://spacenews.com/space-force-shifting-resources-to-intelligence-and-cybersecurity/
https://www.cyberscoop.com/canadian-hacker-aubrey-cottle-raid/
https://www.theregister.com/2022/09/14/white_house_software_security_guidance/
https://therecord.media/mobile-phone-hackers-wield-violence-as-a-service-for-money-revenge/

- Tools and Resources -

CYBERSECURITY,

¥ SUMMIT

Resource | CISA
Date: October 4, 2022
Time: 8:00 a.m. EST - 5:00 p.m. EST- Live

CISA 5th Annual National
Cybersecurity Summit

Cybersecurity Awareness Month is
almost upon us! Help us kick off this
year’s national observance by joining us
in Atlanta on Tuesday, Oct. 4, 2022, for
CISAs 5th Annual National
Cybersecurity Summit. For the first time
since 2019, this year’s event will be live
and in person at Morehouse College’s
Ray Charles Performing Arts.

View Virginia Fusion
Center Homepage

Click Here

Resource | DE

Resources for K-12 Districts
and Higher Education
Institutes

Multiple offices at The Department
provide resources on cybersecurity,
therefore this page will serve as a way to
communicate information about the topic
and curate resources in one place.
Please note this page is not definitive or
exhaustive and will be updated as new
information and resources are
developed.

Observe Suspicious
Activity?
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Report Online


https://www.eventbrite.com/e/5th-annual-national-cybersecurity-summit-tickets-414940958577
https://tech.ed.gov/cyberhelp/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar

Not a VFC Shield Member?

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links
webversion VFC Fusion Site
VFC Shield Report SAR Shield Homepage
Awareness Through Information Email Coordinator All Products

Sharing"

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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