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Incidents/Articles of Note:

o Tips to keep your family safe online from Amazon security expert

e Cyber analysis of 28 popular games yields interesting results

e Popular messaging app targeted by scammers in 2022

¢ Researchers find vulnerabilities in airline wi-fi devices

e Cyber Attacks On the Rise at US Ports and Terminals

¢ Ransomware attack delays patients care at hospitals across the U.S.

e "WeChat" vendor warns users data is sent to China

e Cyberattack on Virginia Mason Franciscan Health impacting patients (WA)
Hackers knock some U.S. airport websites offline

This is an open-source product. Redistribution is encouraged.
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https://www.aboutamazon.com/news/devices/tips-to-keep-your-family-safe-online-from-an-amazon-security-expert
https://securelist.com/gaming-related-cyberthreats-2021-2022/107346/?web_view=true
https://www.marinelink.com/news/cyber-attacks-rise-us-ports-terminals-499964
https://www.nbcnews.com/tech/security/ransomware-attack-delays-patient-care-hospitals-us-rcna50919
https://securelist.com/gaming-related-cyberthreats-2021-2022/107346/?web_view=true
https://www.king5.com/article/news/health/virginia-mason-cyber-attack/281-1b3eb4eb-e8d8-421f-9d07-29affaee6308
https://www.washingtonpost.com/transportation/2022/10/10/hackers-cyber-attack-airport-websites/
https://www.infosecurity-magazine.com/news/vulnerabilities-found-airplane/
https://www.tripwire.com/state-of-security/whatsapp-scams-what-to-look-out-for
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Cyber Attacks In The Legal Cybersecurity 101

Sector - What To Look Out Introduction to

For Cybersecurity

Whilst you may be able to restore your Our dependence on the internet,

data from backups it is too late to stop corporate networks, and digital devices

the data from getting into the hands of have far exceeded what was even

criminals and potentially into the public imaginable only a few decades ago.

domain. Governments, corporations big and
small, and individuals the world over

Although larger firms are not immune, rely on interconnected digital systems

smaller firms who may have lower cyber and technology for every aspect of their

security maturity are ones who are commerce, finance, and

mainly being exploited, companies with communication.

1K or fewer employees represent 81

percent of attacks. The challenge of securing personal
information, intellectual property, and
critical data has increased in parallel to
our use of and dependence on
technology.
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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