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Incidents/Articles of Note:

Microsoft 365 phishing attacks impersonate U.S. govt agencies
American Airlines discloses data breach after employee email compromise
Spot impersonator scams and share what you know
Suffolk County (NY) Asks NYPD for Help After Hack Cripples 911 Call Center
and Police HQ
Got student loans? Spot scams related to the Sweet lawsuit
BBB Scam Alert: Protect your home.  Spot the signs of deed theft
Fraud Alert: (VA) Police Share Information About Commonly Reported Scams
2K Games says hacked help desk targeted players with malware
Virginia Department of Social Services warns against EBT cardholder
phishing scam
Scams perpetrated online rose 87% since 2015, according to BBB report
Virginia Tech: Situational Awareness:  Scam/fraud alert
Real Estate Phish Swallows 1,000s of Microsoft 365 Credentials
New Warning About Utility Shut-Off Scams
Scammers Using Quick Pay Apps Like Zelle To Steal Money
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https://www.bleepingcomputer.com/news/security/microsoft-365-phishing-attacks-impersonate-us-govt-agencies/
https://www.bleepingcomputer.com/news/security/american-airlines-discloses-data-breach-after-employee-email-compromise/
https://consumer.ftc.gov/consumer-alerts/2022/09/spot-impersonator-scams-and-share-what-you-know?utm_source=govdelivery
https://www.nbcnewyork.com/news/local/suffolk-county-hack-cripples-911-call-center-and-police-hq-as-they-turn-to-nypd-for-help/3871797/
https://consumer.ftc.gov/consumer-alerts/2022/09/got-student-loans-spot-scams-related-sweet-lawsuit?utm_source=govdelivery
https://www.bbb.org/article/scams/27678-bbb-scam-alert-protect-your-home-spot-the-signs-of-deed-theft
https://www.arlingtonva.us/About-Arlington/News/Articles/2022/FRAUD-ALERT-Police-Share-Information-About-Commonly-Reported-Scams
https://www.bleepingcomputer.com/news/security/2k-games-says-hacked-help-desk-targeted-players-with-malware/
https://www.wric.com/news/virginia-news/virginia-department-of-social-security-warns-against-ebt-cardholder-phishing-scam/
https://www.thecharlotteweekly.com/mmhweekly/scams-perpetrated-online-rose-87-since-2015-according-to-bbb-report/article_d64844ae-45c3-11ed-905b-5f9d292e9013.html
https://vtx.vt.edu/articles/2022/09/police-situationalawareness-092122.html
https://www.darkreading.com/attacks-breaches/real-estate-phish-1000s-credentials-escalating-cyber-risk
https://abcnews.go.com/GMA/News/video/warning-utility-shut-off-scams-91158593
https://www.nbcnews.com/now/video/scammers-using-quick-pay-apps-like-zelle-to-steal-money-149643333690


 

 

 

 

 

 

 
 

 

 

 
 

 

         
 

 
View Virginia Fusion
Center Homepage

﻿Click Here

Observe Suspicious
Activity?

﻿Report Online

 

 

Resource | CFPB

Fraud and Scams How-To 
Guides for Victims
This resource from the Consumer 
Finance Protection Bureau provides
"how-to" guides for victims of scams 
and fraud. Use this guide as your best 
next step should you find yourself the 
victim of a scam or fraud.

View Resource

Podcast | AARP

The Perfect Scam Podcast
AARP’s weekly podcast The Perfect 
Scam tells the stories of people who find 
themselves the target of a scam. Host 
Bob Sullivan introduces listeners to 
those who have experienced
scams firsthand, as well as professional 
con artists and leading experts who pull 
back the curtain on how scammers 
operate.

View Resource

- Tools and Resources -

https://www.consumerfinance.gov/consumer-tools/fraud/answers/how-to-guides/
https://www.aarp.org/podcasts/the-perfect-scam/?intcmp=AE-SCM-FRD-SUBNAV-TPS
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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