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Incidents/Articles of Note:

e DHS Releases Recommendations to Protect National Public Warning System
from EMPs

o State And Local Government Transactions Involving Chinese Tech

¢ 4 Critical Infrastructure Sectors to Get New Cyber Rules, Per White House
Official

¢ U.S. To Issue New Cybersecurity Requirements For Critical Aviation Systems

e CISA, NSA Guidance Tries To Reduce Alternatives For Securing Industrial
Control Systems

* Domestic extremist chatter about attacking US oil pipelines and power grid
has risen

e Erosion of Trust: When Attacking Civilian Infrastructure Becomes the Weapon
of Choice

¢ White House announces 100-day sprint on chemical sector cybersecurity

* Resilience seen as a key to critical infrastructure security

e US: Cybersecurity performance goals for critical infrastructure

¢ CISA Releases New Infrastructure Cybersecurity Goals for Critical
Infrastructure
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Article | Lawfare Blog

The Evolution of Critical
Infrastructure Targeting by
Violent Extremists

As the United States grapples with a
fractured violent extremist landscape
and the rapidly approaching midterms
this fall, threats to critical infrastructure
by a range of actors have metastasized
significantly and grown more palpable.
While violent extremists’ targeting of
critical infrastructure is far from a new
phenomenon, multiple federal agencies
and law enforcement have levied
warnings about the threat in 2022. Little
comparative research, however,
addresses critical infrastructure
targeting within the broader trends in
the evolution of violent extremism in the
United States.

CISA

CYBER+INFRASTRUCTURE

Release | CISA

CISA Applauds The
Beginning of Infrastructure
Security Month

The Cybersecurity and Infrastructure
Security Agency (CISA) announced
November 1 as the kickoff of
Infrastructure Security Month. In our work
to raise awareness of the importance of
infrastructure security and to help share
CISAs extensive resources with critical
infrastructure owners and operators, this
year’s theme is Infrastructure Security is
National

Security: Drive Down Risk, Build
Resilience. T
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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