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Incidents/Articles of Note:

Another hospital chain is struck by cyberattack: Half a million patient records
in Texas 'are leaked'
The Risk of Cybersecurity Threats Continues To Grow for the Auto Industry
Beware of the web - Danger lurks behind those URLs
Website redirection ploys possibly increasing
HC3 Warns Healthcare Sector of Venus Ransomware Variant
Space observatory in Chile taken down by cyber attack
CISA is expanding its cyber education program to kids
It's patch time once again - Reboot your PC!
Two more data breach settlements reached
Aveanna Healthcare Reaches $425K Settlement After Healthcare Data
Breach (MA)
Cyber attacks launched against Albany School District
New cyber threat analysis shows nation-state attacks rising
Patches released for mobile device operating system
CISA: 3 Steps to improve Cybersecurity Vulnerability Management
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https://www.dailymail.co.uk/health/article-11427607/ANOTHER-hospital-goes-cyberattack-Half-million-records-Texas-leaked.html
https://securityboulevard.com/2022/11/the-risk-of-cybersecurity-threats-continues-to-grow-for-the-auto-industry/
https://www.scmagazine.com/analysis/malware/akamai-finds-13-million-malicious-newly-observed-domains-a-month?&web_view=true
https://blog.sucuri.net/2022/11/massive-ois-is-black-hat-redirect-malware-campaign.html?web_view=true
https://healthitsecurity.com/news/hc3-warns-healthcare-sector-of-venus-ransomware-variant
https://therecord.media/cyberattack-on-observatory-in-chile-raises-concerns-about-security-of-space-tech/
https://therecord.media/cisa-expanding-cybersecurity-education-program-nationwide/
https://www.bleepingcomputer.com/news/microsoft/microsoft-november-2022-patch-tuesday-fixes-6-exploited-zero-days-68-flaws/?&web_view=true
https://www.securityweek.com/us-states-announce-16m-settlement-experian-t-mobile-over-data-breaches?&web_view=true
https://healthitsecurity.com/news/home-health-provider-reaches-425k-settlement-after-healthcare-data-breach
https://www.timesunion.com/news/article/Possible-cyberattack-leads-to-Internet-shutdown-17564012.php?&web_view=true
https://cyware.com/news/worrisome-rise-in-nation-state-cybercrime-activities-warns-microsoft-1a50d6e6
https://www.securityweek.com/google-patches-high-severity-privilege-escalation-vulnerabilities-android?&web_view=true
https://healthitsecurity.com/news/cisa-3-steps-to-improve-cybersecurity-vulnerability-management


 




 

 

 




 

 
 

 

         
 

 
View Virginia Fusion
Center Homepage

﻿Click Here

Observe Suspicious
Activity?

﻿Report Online

 

  
      

    
   
 

      
       
     

     
    

    
      

     
     

 

  
      

   
   

      
   
      

      
     

       
       

       
   

 

- Tools and Resources -

Webinar | Experian
Tuesday, November 29, 2022 1:00 PM EST

'Tis the Season to Be
Protected: An Identity 
Protection Discussion
Fighting fraud isn’t a binary proposition, 
and with a layered approach to fraud, 
you can enhance customer experience 
while reducing losses. The most 
successful companies are powering 
secure and streamlined customer 
experiences by taking a much more 
comprehensive view of consumers and
their behaviors to make effective risk 
decisions.

Register Here

Webinar | DriveLock
Tuesday, November 29 2022 2:00 PM EST

Why Should Modern 
Endpoint Protection be 
Cloud-Based?
The endpoint is the terminal on which
companies' sensitive information is
processed. This makes it a particular 
focus for potential attackers. But the 
classic security approach no longer 
works today: In the past, endpoints were 
managed from the data center and with
central IT. The end devices worked in 
secure internal company networks.

Register Here

https://www.bankinfosecurity.com/webinars/live-webinar-tis-season-to-be-protected-identity-protection-discussion-w-4545
https://www.bankinfosecurity.com/webinars/webinar-should-modern-endpoint-protection-be-cloud-based-w-4450
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 

 

 
 

  
 

   
 

 
 

 

 

 

Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

"Awareness Through Information 
Sharing" Email Coordinator All Products

                
                
              

             

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 

been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime. 
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