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Incidents/Articles of Note:

Key healthcare stories from 2022
N.C. Power Substation Sabotage Affecting Schools, Hospital
Cyber attacks on hospitals are a new e-pandemic - are you prepared?
Are we taking patient privacy as seriously as we ought to be?
Healthcare sector warned to brace for cyberattacks
Former Physician Sentenced For Second Health Care Fraud Conviction (NY)
Hospitals urge to prepare for violent incidents
VA Health System Adds Telehealth Program to Intensive Care Unit
CISA, FBI Alert Healthcare Sector of Cuba Ransomware Tactics
CareFirst Funds Community-Based Orgs to Boost Behavioral Healthcare
Access 
44 state experiencing high levels of respiratory illness
VHC Health Plans Outpatient Pavilion In Virginia
2023 may bring progress in SDOH tech, telehealth and interoperability
CMS Warns Hospitals to Prioritize Patient, Employee Security
How HITECH Recognized Security Practices Boost Healthcare Cybersecurity
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https://mhealthintelligence.com/news/va-health-system-adds-telehealth-program-to-intensive-care-unit
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https://healthitsecurity.com/features/how-hitech-recognized-security-practices-boost-healthcare-cybersecurity


 

 

 

 

 

 

 
 

         

YouTube Video | SANS

LOCKED OUT! Detecting, 
Preventing, & Reacting to 
Human Operated
Ransomware
Human Operated Ransomware (HORA) 
threat groups are growing in number 
and strength every day. In this Webcast, 
SANS Instructor Ryan Chapman will 
cover the evolution of, tactics inherent
to, and threats associated with HORA. 
Ryan will provide "quick wins" that you 
can implement now to protect yourself 
against this ugly threat. Ryan will also 
focus on what to do if ransomware is 
running *right now*, along with what to 
do when ransomware has run and the 
outlook is bleak. Ryan will wrap up the 
Webcast with a list of digital forensics 
and incident response tools that work 
well within on-prem and cloud-based 
environments alike. Are you and your 
company prepared for this looming
threat?

View Video

Article | Bank Info Security

Top Cybersecurity 
Challenges Facing 
Healthcare Providers
With the surge in ransomware and other 
major hacking incidents affecting third- 
party suppliers, it is more critical than 
ever for healthcare sector entities to 
diligently scrutinize threats and risks 
involving their vendors, says Denise
Anderson, president and CEO of the 
Health Information Sharing and Analysis 
Center.

View Resource

- Tools and Resources -

https://www.youtube.com/watch?v=EHD5hpnc6fY&t=2s
https://www.bankinfosecurity.com/top-cybersecurity-challenges-facing-healthcare-providers-a-20614
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Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
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