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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Florida Hospital Still Diverting Some EMS Patients 5 Days After Cyberattack

e Critical infrastructure organizations the target of more than half of ransomware
attacks

o West Virginia students returning to class after days-long outage following
cyberattack

o Last year was the worst on record for crypto hacks, as North Korean groups
cash in

e Experts Warn of 'lce Breaker' Cyberattacks Targeting Gaming and Gambling
Industry

e Thriving Dark Web Trade in Fake Security Certifications

e Sansec analysis: 12% of online stores leak private backups

e EV Charging Stations at Risk of DoS Attacks
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- Tools and Resources -

Article | Security Week

Cyber Insights 2023 | Supply
Chain Security

The supply chain threat is directly linked
to attack surface management (it
potentially represents a hidden part of
the attack surface) and zero trust (100%
effective zero trust would eliminate the
threat). But the supply chain must be
known and understood before it can be
remediated.

Article | SC Media

Four ways to maximize a
cybersecurity budget

Global cyberattacks surged 42% in the
first half of 2022 compared to 2021, per
Check Point research. Attacks grew by
28% in the third quarter alone when
weighed against the same period last
year. All of this translates to one thing:
financial damage — and lots of it.

Have you Registered for our Upcoming
Conference?

March 23rd 2023 | Virginia Beach, VA
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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