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scamAware

Awareness Through Information Sharing

Incidents/Articles of Note:

e The top scams of 2022

e 2 Scams to Watch For During Tax Season

e Fraud and scam losses up in Virginia, U.S.

e Traffic stop in Virginia uncovers $628,000 in California COVID unemployment
fraud

e Virginia Woman Sentenced in Cryptocurrency Money Laundering Conspiracy

e DC area residents lost more than $300 million from fraud last year

 Virginia Tech Police investigating credit card fraud claims after ticketing
vendor security issue

e What's legit and what’s a scam?

e How Timeshare Exit Scams Work — and How to Avoid Them

e Servicemembers: DFAS is not calling you about your pay

e FTC to voice service provider: give the robocalls a rest

This is an open-source product. Redistribution is encouraged.


https://fusion.vsp.virginia.gov/vfcshield/scamaware-march-2023-1-of-3/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://consumer.ftc.gov/consumer-alerts/2023/02/top-scams-2022?utm_source=govdelivery
https://www.aarp.org/money/scams-fraud/info-2023/fake-tax-returns-and-identity-theft.html?intcmp=AE-FRDSC-MOR-R2-POS3
https://www.cbs19news.com/story/48438925/fraud-and-scam-losses-up-in-virginia-us
https://www.wric.com/news/crime/traffic-stop-in-virginia-uncovers-628000-in-california-covid-unemployment-fraud/
https://www.justice.gov/usao-edtx/pr/virginia-woman-sentenced-cryptocurrency-money-laundering-conspiracy
https://www.fox5dc.com/news/report-dc-area-residents-lost-more-than-300-million-from-fraud-last-year
https://www.wdbj7.com/2023/02/23/virginia-tech-police-investigating-credit-card-fraud-claims-after-ticketing-vendor-security-issue/
https://consumer.ftc.gov/consumer-alerts/2023/02/whats-legit-and-whats-scam?utm_source=govdelivery
https://www.aarp.org/money/scams-fraud/info-2023/timeshare-exit.html?intcmp=AE-FRDSC-MOR-R2-POS3
https://consumer.ftc.gov/consumer-alerts/2023/02/servicemembers-dfas-not-calling-you-about-your-pay?utm_source=govdelivery
https://consumer.ftc.gov/consumer-alerts/2023/02/ftc-voice-service-provider-give-robocalls-rest

- Tools and Resources -

Resource | AARP

Your Personal Info Is Out
There. Now What?

Each year, millions of consumers
discover a disturbing truth — their
personal information has been stolen.
Frankly, it's likely that all our data are
out there, whether we know it or not.
But all is not lost. You can protect
against fraud even when your data has
been exposed.

View Resource

Article | WeLiveSecurity

10 Signs That Scammers
Have You in Their Sights

We all spend so much of our time online
these days. It's estimated that the
average adult spends the best part of
seven hours per day glued to their
screens. When we’re finished with work,
we’re hitting up our apps to watch TV, do
our online banking, play games, socialize
with friends — even visit the doctor.
Cybercriminals and fraudsters know all
this. They know we’re comfortable with
digital interactions, and that we routinely
hand over personal and financial
information to the organizations we
interact with online. And they’ve devised
a variety of ways to get ahold of that info,
and our hard- earned cash.

Read Article
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Have you Registered for our Upcoming
Conference?

March 23rd 2023 | Virginia Beach, VA

View Virginia Fusion Observe Suspicious
Center Homepage @ Activity?

Click Here Report Online

Not a VFC Shield Member?

Useful Links
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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