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Awareness Through Information Sharing

Incidents/Articles of Note:

« Artificial Intelligence (Al) Concerns Are Escalating

e CISA Warns of Android Bug Exploited by Chinese App to Spy on Users

e KnowBe4 Phishing Test Results Reveal IT and Online Services Emails Drive
Dangerous Attack Trend

¢ Businesses Detect Cyberattacks Faster Despite Increasingly Sophisticated
Adversaries

e Iranian Hackers Linked to Recent U.S. Critical Infrastructure Attacks

e Microsoft Shares Guidance to Detect BlackLotus

e Montana Is About to Become the First State to Ban TikTok

¢ Beware of Free Movie Sites Online

¢ A Computer Generated Swatting Service Is Causing Havoc Across America
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- Tools and Resources -

Resource | CyberWarZone

10 Must-Know Hacking
Terms for Beginners

Hackers use a variety of tools and
techniques to gain access to sensitive

information or to cause harm to
computer systems.

To better understand hacking and how
to protect yourself, it's essential to know
some common hacking terms.

View Virginia Fusion
Center Homepage

Click Here

Resource | Health and Human Resources
HHS Launches New

Cybersecurity Awareness
Resources

The Department of Health and Human
Services launched three new
cybersecurity resources on Monday,
each focusing on raising awareness for
medical institutions to better protect
their digital infrastructures.

Observe Suspicious
@ Activity?

Report Online
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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