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Awareness Through Information Sharing

Incidents/Articles of Note:

e Hacker Sentenced to 51 Months in Prison for Stealing Customer Credit Card
Numbers (VA)

e \olt Typhoon Targets US Critical Infrastructure With Living-Off-the-Land
Techniques

¢ Malicious Microsoft VSCode Extensions Steal Passwords, Open Remote
Shells

e Email Is Seen as the Enterprise Channel Most Vulnerable to Attacks

e Google Voice Scams Tied to Majority of Compromised Identities

e Mysterious Malware Designed to Cripple Industrial Systems Linked to Russia*

e Crypto Phishing Service Inferno Drainer Defrauds Thousands of Victims

¢ Understanding XPath Injection Vulnerabilities

e Employee Guilty of Joining Ransomware Attack on His Own Company

3 Common Initial Attack Vectors Account for Most Ransomware Campaigns

This is an open-source product. Redistribution is encouraged.
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- Tools and Resources -
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Article | NextGov

Cyber Agencies Unveil
Updated Ransomware Guide

Compiled with the help of the
Cybersecurity and Infrastructure
Security Agency, Federal Bureau of
Investigation, National Security Agency
and Multi-State Information Sharing and
Analysis Center—a CISA-supported
collaborative for state, local and tribal
governments—the new
#StopRansomware Guide was
published on Tuesday in the wake of
escalating ransomware attacks across
multiple sectors.
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Article | HelpNetSecurity

12 Vulnerabilities Newly
Associated With
Ransomware

In Q1 2023, researchers identified 12
vulnerabilities newly associated with
ransomware. They have also provided
an update on key metrics being tracked
in relation to ransomware, offering
valuable insights to enterprises on
safeguarding their data and assets
against these escalating threats.

Observe Suspicious

@ Activity?

Report Online


https://www.nextgov.com/cybersecurity/2023/05/cyber-agencies-unveil-updated-ransomware-guide/386737/
https://www.helpnetsecurity.com/2023/05/25/12-new-ransomware-vulnerabilities-q1-2023/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar

Not a VFC Shield Member?

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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