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Incidents/Articles of Note:

94% of Organizations Experienced a Cyberattack in 2022
Bluefield University Investigates Cybersecurity Attack
Human Error Drives Most Cyber Incidents. Could AI Help?
Cyber Attacks Hit in Massachusetts and South Carolina
Hackers Swap Stealth for Realistic Checkout Forms to Steal Credit Cards
Ransom Demands, Recovery Times, Payments and Breach Lawsuits All on
the Rise
Effects of the Hive Ransomware Group Takedown
U.S. Cybersecurity Officials Step Up Push for Companies to Adopt Secure by
Design Practices
Chinese Cloud Provider Has Made Deepfake Technology Cheap
Fileless Attacks: How Attackers Evade Traditional AV and How to Stop Them
NSA Sees ‘Significant’ Russian Intel Gathering on European, U.S. Supply
Chain Entities
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https://hbr.org/2023/05/human-error-drives-most-cyber-incidents-could-ai-help
https://www.govtech.com/security/cyber-attacks-hit-in-massachusetts-and-south-carolina
https://www.bleepingcomputer.com/news/security/hackers-swap-stealth-for-realistic-checkout-forms-to-steal-credit-cards/
https://www.scmagazine.com/news/ransomware/ransom-demands-recovery-times-payments-and-breach-lawsuits-rise?external_id=VrspQ3oBE_YuJNSQCJgk&external_id_source=mrkto&mkt_tok=MTg4LVVOWi02NjAAAAGLe_ejgYpSL2XsglpNf4kHcAng2zTPQptg-V1sHJyqU9iLCbve1x0utn-64IByLHITeXOvpCkVFe6GDVGc4CTVDsP75qqXFvFVDdMzIfNQ4Q
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https://cyberscoop.com/secure-by-design-cyber-informed-engineering/
https://cointelegraph.com/news/tencent-cloud-to-reportedly-offer-deepfake-creation-tool-at-145
https://www.malwarebytes.com/blog/business/2023/04/fileless-attacks-how-attackers-evade-traditional-av-and-how-to-stop-them
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View Virginia Fusion
Center Homepage

﻿Click Here

Observe Suspicious
Activity?

﻿Report Online

Resource | DHS CISA

Cyber Resource Hub
The Cybersecurity and Infrastructure 
Security Agency offers a range of 
cybersecurity assessments that 
evaluate operational resilience, 
cybersecurity practices, organizational 
management of external dependencies, 
and other key elements of a robust and 
resilient cyber framework. These
professional, no-cost assessments are 
provided upon request on a voluntary 
basis and can help any organization 
with managing risk and strengthening 
the cybersecurity of our Nation's critical 
infrastructure.

View Resource

Resource | FBI

The Cyber Threat
Malicious cyber activity threatens the 
public’s safety and our national and 
economic security. The FBI’s cyber 
strategy is to impose risk and 
consequences on cyber adversaries. 
Our goal is to change the behavior of 
criminals and nation-states who believe 
they can compromise U.S. networks, 
steal financial and intellectual property, 
and put critical infrastructure at risk 
without facing risk themselves. To do
this, we use our unique mix of
authorities, capabilities, and 
partnerships to impose consequences 
against our cyber adversaries.

- Tools and Resources -

https://www.cisa.gov/cyber-resource-hub
https://www.fbi.gov/investigate/cyber
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 
 

 

 
 

  
 

   
 
 
   

 

 
 

 

 

Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

 

  

   

  
   

   
  

Useful Links
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Virginia Fusion Center
7700 Midlothian Turnpike 
N. Chesterfield, VA 23235
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
------------
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