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Awareness Through Information Sharing

Incidents/Articles of Note:

e US Lawmakers Make New Push for Expanded Drone Shootdown Authority

e Critical Infrastructure Radio Tech ‘Easily Hacked’ Through Deliberate
Backdoor

» Bipartisan Bill Designates Space as Critical Infrastructure Sector

¢ CISA: Most Cyberattacks on Gov'ts, Critical Infrastructure Involve Valid
Credentials

e TSA Renews Cybersecurity Guidelines for Pipelines

e Linux Ransomware Poses Significant Threat to Critical Infrastructure

e Critical Infrastructure Workers Better At Spotting Phishing

¢ Repeatable VEC Attacks Target Critical Infrastructure

e Critical Infrastructure Companies Warned to Watch for Ongoing Cyberattack

¢ What the National Cyber Strategy Implementation Plan Means for Critical
Infrastructure

e Hackers Exploit Citrix Zero-Day to Target US Critical Infrastructure

e Engineering Cybersecurity into U.S. Critical Infrastructure
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- Tools and Resources -

Article | Homeland Security Today

Cybersecurity Performance
Goals: Sector-Specific Goals

Now that the cross-sector CPGs have
been published, CISA is working with
Sector Risk Management Agencies
(SRMAs) to directly engage with each
critical infrastructure sector to develop
Sector-Specific Goals (SSGs). In most
instances, these goals will likely consist
of either new, unique additional goals
with direct applicability to a given sector,
or, materials to assist sector constituents
with effective implementation of the
existing cross- sector CPGs

View Virginia Fusion
Center Homepage

Click Here

=

Article | CyberScoop

Building the Right Collective
Defense Against
Cyberattacks for Critical
Infrastructure

As an increasing range of cyberattacks
threaten to compromise industrial
controls, take safety systems offline and
interrupt critical services like electricity
and water, the cybersecurity challenges
facing critical infrastructure are too great
for any one organization to solve alone.
Industrial systems have become more
connected and digitized, and our
adversaries have learned to weaponize
the very systems that support society to
instead threaten human health and life at
scale.
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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