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Awareness Through Information Sharing

Incidents/Articles of Note:

» Average Cost of A Data Breach Reaches $4.45 Million in 2023

¢ Researchers Find Deliberate Backdoor in Police Radio Encryption Algorithm

* Evolving' CISA Program Helped Agencies Quickly Respond to Recent Cyber
Incidents

¢ Latest North Korean Hack Targeting Cryptocurrency Shows Troubling
Evolution, Experts Say

o Attackers Intensify DDoS Attacks With New Tactics

e FBI: Tech Support Scams Now Use Shipping Companies to Collect Cash

e Google Virus Total Leaks List of Spooky Email Addresses

e CISA and NSA Issue New Guidance to Strengthen 5G Network Slicing Against
Threats

e US, Australia Cyber Agencies Warn IDOR Security Flaws Can Be Exploited
‘At Scale’

This is an open-source product. Redistribution is encouraged.
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- Tools and Resources -

PSA | FBI

Increase in Tech Support
Scams Targeting Older
Adults and Directing Victims
to Send Cash through
Shipping Companies

The FBI is warning the public of a
recent nationwide uptick in technical
support scams targeting older adults,
where scammers instruct victims to

send cash, wrapped in a magazine(s),
via shipping companies.

View Virginia Fusion
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Resource | CISA

Take the First Steps Towards
Better Cybersecurity With
these Four Goals

Every day, organizations across our
country are impacted by cyber
intrusions, many of which affect the
delivery of essential services. Security
professionals and business leaders
alike recognize the need to protect their
customers, employees, and enterprises
against this threat, which raises a
simple but challenging question: where
to start?

Observe Suspicious
Activity?
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Report Online
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Not a VFC Shield Member?

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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