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Incidents/Articles of Note:

Cyberhack Exposes Data on 600,000-Plus Medicare Beneficiaries
Health Care Systems, Others Hit with Class Action Lawsuits Following Data
Breaches
Ransomware Attack Disrupts Health Care Services in at Least Three States
Microsoft Warns of Growing Cyber-Threats to Sporting Events
Cyberattack May Have Compromised Data of Students Who Attended
Colorado’s Public High Schools, Colleges
The Mounting Cyber Threat to Power Infrastructure
Cyber-Attacks Targeting Government Agencies Increase 40%
FBI: Cyber Attacks Are on the Rise Thanks to AI
The Most Important Part of the Internet You’ve Probably Never Heard Of
IBM Report: Half of Breached Organizations Unwilling to Increase Security
Spend Despite Soaring Breach Costs 
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https://www.aarp.org/money/scams-fraud/info-2023/medicare-data-breach.html
https://topclassactions.com/lawsuit-settlements/privacy/data-breach/health-care-systems-others-hit-with-class-action-lawsuits-following-data-breaches/
https://www.nytimes.com/2023/08/05/us/cyberattack-hospitals-california.html
https://www.infosecurity-magazine.com/news/microsoft-cyber-threats-sporting/
https://www.denverpost.com/2023/08/04/colorado-department-higher-education-data-breach/
https://www.axios.com/2023/08/03/infrastructure-power-threats
https://www.infosecurity-magazine.com/news/cyberattacks-government-agencies/
https://tech.co/news/fbi-cyber-attacks-rise-ai
https://www.cisa.gov/news-events/news/most-important-part-internet-youve-probably-never-heard
https://newsroom.ibm.com/2023-07-24-IBM-Report-Half-of-Breached-Organizations-Unwilling-to-Increase-Security-Spend-Despite-Soaring-Breach-Costs
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Not a VFC Shield Member?

Join Today

Webinar | CISA

Defend Against Ransomware 
Attacks
The CISA is proud to offer the 
cybersecurity awareness webinar, 
Defend Against Ransomware Attacks on 
Tuesday, August 22, 2023, from 11 a.m. 
to noon EDT. Ransomware attacks hit a 
new target every 14 seconds. This one- 
hour webinar provides essential 
knowledge and reviews real-life 
examples of these attacks to help you 
and your organization to mitigate and 
respond to the ever-evolving threat of
ransomware.

Register

Article | USA Today

Got a Data Breach Alert? 
Don't Ignore It. Here's How 
to Protect Your Information.
Your most sensitive data is online. Sure, 
you don’t just post your banking details 
and medical records anywhere, but 
hackers still find them – then sell them 
to anyone willing to pay. If you’re in the 
habit of ignoring data breach alerts, it’s 
worth taking steps to safeguard your 
data after you’ve been exposed. It can, 
and very well might, get worse if you
don’t.

View Resource

- Tools and Resources -

https://www.cisa.gov/news-events/events/defend-against-ransomware-attacks-ir109
https://www.usatoday.com/story/tech/columnist/komando/2023/08/03/what-happens-to-your-personal-information-after-a-data-breach/70492224007/
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Useful Links
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Virginia Fusion Center
7700 Midlothian Turnpike 
N. Chesterfield, VA 23235

Email Coordinator All Products
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
------------
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