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Incidents/Articles of Note:

FBI and NCSC Warn of Foreign Cyberattacks on US Space Sector
Previously Unknown Hacking Group Targets Hong Kong Organizations in
Supply Chain Cyber Attack
Japanese Watchmaker Seiko Breached by BlackCat Ransomware Gang
Cybersecurity Study Reveals Web App Vulnerability Crisis
QR Code Hacks Are Another Thing to Worry About Now
Real Estate Agents Grapple With Cyberattack
Massive Impersonation Phishing Campaign Imitates over 100 Brands and
Thousands of Domains
Japan Embraces AI to Boost Cyberdefense, Fight Disinformation
Artificial Intelligence in Navy Ships
New White House Plan Goes All Out to Bring People Into Cyber
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https://www.bleepingcomputer.com/news/security/japanese-watchmaker-seiko-breached-by-blackcat-ransomware-gang/
https://www.infosecurity-magazine.com/news/study-reveals-web-apps/
https://www.bloomberg.com/news/newsletters/2023-08-18/qr-code-phishing-spam-email-is-the-next-cybersecurity-threat
https://www.housingwire.com/articles/real-estate-agents-grapple-with-cyberattack-on-rapattoni/
https://blog.knowbe4.com/massive-impersonation-phishing-campaign
https://www.foxnews.com/world/japan-embraces-ai-boost-cyber-defense-fight-disinformation
https://onestopsystems.com/blogs/one-stop-systems-blog/artificial-intelligence-in-navy-ships
https://www.axios.com/2023/08/01/white-house-cyber-workforce-plan-released
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Article | Microfocus

What is Cyber Resilience?
Cyber resilience is the ability of an 
organization to enable business 
acceleration (enterprise resiliency) by 
preparing for, responding to, and 
recovering from cyber threats. A cyber- 
resilient organization can adapt to 
known and unknown crises, threats, 
adversities, and challenges.

Read Article

Resource | CISA

Fix the Known Security 
Flaws in Software
Check the CISA Known Exploited 
Vulnerabilities (KEV) Catalog for 
software used by your organization and, 
if listed, update the software to the latest 
version according to the vendor’s 
instructions. Note: CISA continually 
updates the KEV catalog with known 
exploited vulnerabilities.

View Resource
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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