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Awareness Through Information Sharing

Incidents/Articles of Note:

e Education Sector Heavily Targeted as the School Year Begins

e Why is .US Being Used to Phish So Many of Us?

e WordPress Migration Add-On Flaw Could Lead to Data Breaches

* North Korean Hackers Deploy New Malicious Python Packages in PyPI
Repository

e DDOS Attack Against Social Media Giant Attributed to Hacktivist Group

¢ National Safety Council Data Leak: Credentials of NASA, Tesla, DOJ, Verizon,
and 2k Others Leaked by Workplace Safety Organization

e Hackers Take Down Several Advanced Telescopes in Hawaii, Chile

¢ Deconstructing Ransomware, Cybercriminals and Their Modus Operandi

5 Important Reasons You Should Turn Off Your Phone at Night

This is an open-source product. Redistribution is encouraged.
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- Tools and Resources -

Article | In the Know

Reverse Engineering An
Unsolicited Text Message

If you've ever received a text message
from a number you don’t recognize, a
viral text message hack might help you
crack the case.

Resource | CISA

Free Cybersecurity Services
and Tools

As part of our continuing mission to
reduce cybersecurity risk across U.S.
critical infrastructure partners and state,
local, tribal, and territorial governments,
CISA has compiled a list of free
cybersecurity tools and services to help
organizations further advance their
security capabilities. This living
repository includes cybersecurity
services provided by CISA, widely used
open source tools, and free tools and
services offered by private and public
sector organizations across the
cybersecurity community.

View Virginia Fusion Observe Suspicious
Center Homepage @ Activity?

Click Here Report Online
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Not a VFC Shield Member?

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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