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Incidents/Articles of Note:

 VFC Shield Releases Information on the 23 & Me Data Breach
FBI, CISA Urge Immediate Action to Mitigate Rhysida Ransomware Risks
Authorities Warn That Royal Ransomware Gang May Rebrand as ‘BlackSuit’
Cyber Ops Linked to Israel-Hamas Conflict Largely Improvised, Researchers
Say
CISA’s Roadmap for Artificial Intelligence
Open-Source Vulnerability Disclosure: Exploitable Weak Spots
The Evolving Challenge of Insider Threats
Iranian Hackers Are Engaged Against Israeli Networks
US Announces IPStorm Botnet Takedown and Its Creator’s Guilty Plea
Microsoft Fixes Critical Azure CLI Flaw That Leaked Credentials in Logs
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https://healthitsecurity.com/news/fbi-cisa-urge-immediate-action-to-mitigate-rhysida-ransomware-risks
https://therecord.media/cisa-fbi-warn-royal-ransomware-gang-rebrands-blacksuit
https://cyberscoop.com/iran-reactionary-opportunistic-hamas-israel/
https://cyberscoop.com/iran-reactionary-opportunistic-hamas-israel/
https://www.cisa.gov/ai
https://www.helpnetsecurity.com/2023/11/09/open-source-vulnerability-disclosure-process-flaws/#:~:text=Flaws%20in%20the%20vulnerability%20disclosure,available%2C%20Aqua%20Security%20researchers%20worry.
https://betanews.com/2023/11/10/the-evolving-challenge-of-insider-threats/
https://thehackernews.com/2023/11/irans-muddywater-targets-israel-in-new.html?&web_view=true
https://www.securityweek.com/us-announces-ipstorm-botnet-takedown-and-its-creators-guilty-plea/
https://www.bleepingcomputer.com/news/microsoft/microsoft-fixes-critical-azure-cli-flaw-that-leaked-credentials-in-logs/


 

 

 

  

 

 
 

 

         
 

 
View Virginia Fusion
Center Homepage

 Click Here

Observe Suspicious
Activity?

 Report Online

 

Resource (PIN) | FBI

Ransomware Actors 
Continue to Gain Access 
through Third Parties and 
Legitimate System Tools
The Federal Bureau of Investigation 
(FBI) is releasing this Private Industry 
Notification to highlight ransomware 
initial access trends and encourage 
organizations to implement the 
recommendations in the “Mitigations” 
section to reduce the likelihood and 
impact of ransomware incidents.

View Resource

Resource | CISA

Secure Tomorrow Series 
Toolkit
The Secure Tomorrow Series Toolkit is a 
diverse array of interactive and thought-
provoking products uniquely designed to 
assist stakeholders across the critical 
infrastructure community to self-facilitate 
and conduct strategic foresight activities 
that will enable them to derive actionable 
insights about the future, identify 
emerging risks, and develop risk 
management strategies that, if taken 
today, could enhance long- term critical 
infrastructure security and resilience to 
implement now.

View Release

- Tools and Resources -

https://www.aha.org/system/files/media/file/2023/11/bi-tlp-clear-pin-ransomware-actors-continue-to-gain-access-through-third-parties-and-legitimate-system-tools-11-7-23.pdf
https://www.cisa.gov/secure-tomorrow-series-toolkit
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
------------

       
 

https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-november-2023/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products

