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Incidents/Articles of Note:

Cyberattack Hits Central Virginia Transit System
Federal Funding to Boost Virginia Tech, Commonwealth Cyber Initiative
Wireless Network Security Projects
Virginia Cyberspace Operations Squadron Opens Headquarters
A Deep Dive into Cyber Victimization
loanDepot Announces “Cyber Incident,” Raising Concerns Over Possible Data
Breach
Ransomware Gang Files SEC Complaint Against Company That Refused To
Negotiate
FBI:  Play Gang Has Attacked 300 Organizations Since 2022
Breach Of Comcast's Xfinity Exposes Nearly 36 Million People
Lapsus$ Hacker Who Targeted Uber and Grand Theft Auto Maker Indefinitely
Detained
US Officials Seize Extortion Websites; Ransomware Hackers Vow More
Attacks
New National Cyber Strategy, Threats, Headline Busy Cyber Year
Major Leak Exposes Users From Russian Crypto Exchanges
Unlocking Tomorrow's Cybersecurity: A Sneak Peek Into ReadySetCyber
China's AI-Backed Cyber Theft Raises Red Flags For U.S. Officials
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Shields Up!
The Federal Bureau of Investigation 
(FBI) is releasing this Private Industry 
Notification to highlight ransomware 
initial access trends and encourage 
organizations to implement the 
recommendations in the “Mitigations” 
section to reduce the likelihood and 
impact of ransomware incidents.

View Resource

Article | Virginia Association of Counties

JCOTS Receives Report on 
Best Practices for 
Addressing Ransomware
The Virginia Joint Commission on 
Technology and Science (JCOTS) met 
on September 20th to review several 
items, including a staff report on best 
practices for addressing ransomware. 
Though an ever-present threat, 
ransomware attacks on local 
governments have been increasing 
since at least 2019

View Article
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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