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Awareness Through Information Sharing

Incidents/Articles of Note:

e CISA Update on Critical Infrastructure Compromise: Chinese Hackers Have
Been Lurking in US Systems for At Least Five Years

e 2024 Priorities for the Joint Cyber Defense Collaborative

e Maersk To Use Freight Rail To Circumvent Panama Canal Amid Drought

e Chinese Hackers Infiltrated Home Wifi Routers To Attack Infrastructure, FBI
Warns

¢ CISA Directs Agencies To Shut Down Vulnerable Software Products

e US Guardrail System Can't Handle Heavy EVs, Preliminary Test Crashes
Indicate

e Experts Urge Tighter Focus On Critical Infrastructure Security

e Code Kept Secret For Years Reveals Its Flaw - A Backdoor

e US Needs to Take China’s Cyber-Threat to US Infrastructure More Seriously
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- Tools and Resources -

Video | CISA

Violence Prevention Through

De-Escalation

The Cybersecurity and Infrastructure
Security Agency's (CISA) has released
a video designed to help critical
infrastructure community and public
gathering locations identify concerning
behaviors and mitigate the risk from
incidents of targeted violence. The
video presents a conflict prevention
approach that can help individuals
reduce the risk of a volatile situation
when they observe activities or
behaviors that may be considered
threatening or indicative of potentially
violent activity

Click Here

View Virginia Fusion
Center Homepage

Advisory | Multi Agency Product

PRC State-Sponsored Actors
Compromise And Maintain
Persistent Access To US
Critical Infrastructure

Confirmation of compromised IT
environments of multiple critical
infrastructure organizations, primarily
Communications, Energy,
Transportation Systems, and
Water/Wastewater Systems in the US
and its territories. Steps to take to
prevent further damage and disruption
of services are provided.

Observe Suspicious
Activity?

Report Online
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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