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Awareness Through Information Sharing

Incidents/Articles of Note:

e Former Town Employee Charged Federally With Tampering With Stoughton
Water Supply (MA)

¢ NSA Seeks Chinese Hackers Who Have Burrowed Into American Critical
Infrastructure

e Town Of Huntsville Closes Municipal Office For 2nd Day Amid Cybersecurity
Incident (ONT)

¢ ICAS And Quintillion Team Up To Build Resilient Telecommunications
Infrastructure

e CISA Shares Critical Infrastructure Defense Tips Against Chinese Hackers

¢ FBI Director Warns Chinese Hackers Aim To 'Wreak Havoc' On U.S. Critical
Infrastructure

e MITRE-Harris: U.S. Public Is Worried About The Security Of Our Critical
Infrastructure

e Critical Infrastructure Resilience In Ukraine: Energy, Transportation, And
Communication

e Broadening Requirements For Defending Critical Infrastructure

¢ Internet Outage Hits Several African Countries As Undersea Cables Fail
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- Tools and Resources -

Resource | CISA Advisory | Multi Agency Product
Resources For PRC State-Sponsored Actors
Cybersecurity Clinics Compromise And Maintain
As America's cyber defense agency, Persistent Access To US

CISA leads the national effort to Critical Infrastructure

understand, manage, and reduce risk to Confirmation of compromised IT

our cyber and physical infrastructure. environments of multiple critical
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https://www.cisa.gov/sites/default/files/2024-02/Resources-for-Cybersecurity-Clinics-508c%20%281%29%20%281%29.pdf
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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