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Incidents/Articles of Note:

﻿U.S. Government Consultant Hacked - Social Security Numbers Stolen (DC)
Attempted Hack On NYC Continues Wave Of Cyberattacks Against Municipal
Governments. (NY)
Cartels, Terrorist Groups And State Actors Using Digital Currency To Subvert
Sanctions (TX)
IntelBroker Leaks Alleged National Security Data Tied To US Contractor Acuity
Inc.
Scathing Federal Report Rips Microsoft For Shoddy Security, Insincerity In
Response To Chinese Hack.
Professionally Hooked:  Microsoft Two-Step Phishing Campaign Targets
LinkedIn Users
Facing Cyber Attacks, Critical Infrastructure Gets New Reporting
Requirements
IMF Warns Of Cyber Risks To Financial Sector
The Database You Don't Want To Need:  Check To See If your Health Data
Was Hacked.

Training Opportunities:

All of the following can be located here. 
On demand webinars 

Outsourcing Security Without Inviting Risk And Wasting Money
5 Pragmatic Tips For Preventing Ransomware

Live webinars

webversion 
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https://cbsaustin.com/news/nation-world/cartels-terrorist-groups-and-state-actors-using-digital-currency-to-subvert-sanctions-fentanyl-trafficking-russia-north-korea-china-sanctions-treasury-department
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https://www.hackread.com/intelbroker-us-national-security-data-contractor-acuity/#google_vignette
https://www.hackread.com/intelbroker-us-national-security-data-contractor-acuity/#google_vignette
https://www.nbcnews.com/tech/security/scathing-federal-report-rips-microsoft-shoddy-security-insincerity-res-rcna146177
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https://federalnewsnetwork.com/cybersecurity/2024/04/facing-cyber-attacks-critical-infrastructure-gets-new-reporting-requirements/
https://federalnewsnetwork.com/cybersecurity/2024/04/facing-cyber-attacks-critical-infrastructure-gets-new-reporting-requirements/
https://www.wsj.com/articles/imf-warns-of-cyber-risks-to-financial-sector-a37296c3
https://www.usatoday.com/story/news/investigations/2024/04/09/how-to-check-health-care-data-breaches/73219266007/
https://www.usatoday.com/story/news/investigations/2024/04/09/how-to-check-health-care-data-breaches/73219266007/
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The Fuel In The New AI Race: Data - 4/23/2024
Securing Code In The Ago Of AI - 4/24/24
Beyond Spam Filters And Firewalls:  Preventing Business Email
Compromises In The Modern Enterprise - 4/30/24

 
- Tools and Resources -

 

Resource | CISA

CISA Announces High-Risk
Communities Webpage
CISA is committed to advancing the
digital security of civil society
organizations and other high-risk
communities.   Recognizing the
cybersecurity threats that high-risk
communities face, CISA has
collaborated with government, industry,
and civil society partners to develop
cybersecurity resources including
personal cybersecurity training,
resources, and informational materials
directly tailored to their unique
cybersecurity needs.

View Resource

 

 

Report | Comparitech

Ransomware Roundup:  Q1
2024
Comparitech's mission is to promote
cyber security and privacy for all.  They
are committed to providing detailed
information to help their readers
become more cyber aware and cyber
secure.  The report below is informative
and insightful.

View Report

 

 
 

This is an open-source product.  Redistribution is encouraged.

https://www.cisa.gov/audiences/high-risk-communities
https://www.comparitech.com/news/ransomware-roundup-q1-2024/


 

 
View Virginia Fusion
Center Homepage

﻿Click Here

Observe Suspicious
Activity?

﻿Report Online

 
 

Not a VFC Shield Member?

Join Today

 
 

 

 

 

Useful Links
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
------------
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