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Incidents/Articles of Note:

Ebuka Raphael Umeti Convicted for Business Email Compromise Scheme
'I'm Never Going To Stop:' Maryland Man Gets 8 Years For Cyberstalking
Virginia Residents (VA)
Nearly 1,000 Troops Working To Defend America Against Cyber threats In
'Cyber Shield 2024' (VA)
FBI Busts Alleged Mastermind Behind Massive Network Of Hijacked Devices
Edge Devices: The New Frontier For Mass Exploitation Attacks
Car Dealerships Across US Halt Services After Cyberattack
Neo-Nazis Are All-In On AI
The Software Licensing Disease Infecting Our Nation's Cybersecurity
ViLE Hacking Group Members Plead Guilty For Law Enforcement Portal
Breach
CISA Conducts First AI Cyber Incident Response Exercise
Criminals, Too, See Productivity Gains From AI
Ransomeware Tracker: The Latest Figures [June 2024]

Learning Opportunities:

Informative Webinars And Videos 
Why Effective Asset Management Is Critical To Enterprise Cybersecurity
- Virtual - 5/21/2024
Finding Yor Way On The Path To Zero Trust - Virtual - 5/22/2024
AI Fitness v. Readiness: Is Your Security Program Ready To Tackle
Generative AI Tools? - Virtual - 5/23/2024
  Video:  2-Minute Linux Tips:  How To See Login Activity
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https://www.securityweek.com/edge-devices-the-new-frontier-for-mass-exploitation-attacks/
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https://www.darkreading.com/vulnerabilities-threats/software-licensing-disease-infecting-our-nations-cybersecurity?_mc=NL_DR_EDT_DR_weekly_20240620&cid=NL_DR_EDT_DR_weekly_20240620&sp_aid=124124&elq_cid=48065284&sp_eh=dfba7a7216d29b1e5f6100d5fe42b83fce6a457b72564a7752f4a52686a5cf9e&sp_eh=dfba7a7216d29b1e5f6100d5fe42b83fce6a457b72564a7752f4a52686a5cf9e&utm_source=eloqua&utm_medium=email&utm_campaign=DR_NL_Dark%20Reading%20Weekly_06.20.24&sp_cid=54002&utm_content=DR_NL_Dark%20Reading%20Weekly_06.20.24
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https://www.scmagazine.com/brief/guilty-plea-entered-by-vile-hacking-group-members-for-law-enforcement-portal-breach
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https://www.youtube.com/watch?v=g0riVz5xDM4


 

This Linux tip examines commands for generating reports on who
is logging into a Linux server.

Conference 
Blackhat USA 2024 - 8/3-8/2024 - Las Vegas, NV

 
- Tools and Resources -

 

Resource | Joint Cybersecurity Information

Modern Approaches To
Network Access Security
This report will help organizations better
understand the vulnerabilities, threats,
and practices associated with traditional
remote access and VPN deployment,
along with the inherent business risk
posed to an organization’s network by
remote access misconfiguration.
Aligned with CISA’s cross-sector
cybersecurity performance goals
(CPGs), the best practices in this report
will also help guide leaders with
prioritizing the protection of their remote
computing environment security while
operating under the fundamental
principles of least privilege.

View Resource

 

 

Resource | National Cybersecurity Alliance

Stay Safe Online
The goal of the National Cybersecurity
Alliance is to make it easy for everyone
to learn more about cybersecurity and
staying safe online. That’s why they’ve
collected all of these easy-to-follow
resources and guides to share with you
— and for you to share with others.
Explore articles and other resources
you need to raise awareness at home,
work, school, or throughout your
community.

View Resource

 

https://www.blackhat.com/us-24/?_mc=we_bhusa24_gcuration&cid=_session_16.500318
https://www.cisa.gov/sites/default/files/2024-06/Modern%20Approaches%20to%20Network%20Access%20Security-508c.pdf
https://staysafeonline.org/resources/


 
 

This is an open-source product.  Redistribution is encouraged.
 

 
View Virginia Fusion
Center Homepage

 Click Here

Observe Suspicious
Activity?

 Report Online

 
 

Not a VFC Shield Member?

Join Today

 
------
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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