webversion CIAware - July 2024

Awareness Through Information Sharing

Incidents/Articles of Note:

e Energy Demands For Northern Virginia Data Centers Almost Too Big To
Compute (VA)

e America's 10 Best States For Infrastructure, Where You Can Rely On Roads,
Bridges, Airports, Power, And Internet (VA)

e Dominion Says It's Securing Infrastructure Against Evolving Threats (VA)

¢ Federal Government Awards Pollution Cleanup Funding To Dublin, Dumfries
(VA)

e Construction Begins On High-Speed Passenger Rail Connecting NC And VA
(VA)

» State Official: VA 'Agnostic' On Broadband Technology (VA)

¢ Houthis Fire On US-Flagged Container Ship Sailing Through Arabian Sea

¢ Intelligence On Russian Sabotage Threat Prompted Increase In Security At
US Military Bases In Europe

¢ Iranian Government Actors Seeking To 'Take Advantage' Of Pro-Palestinian
Protests In US: DNI

¢ Amid Extreme Heat, US Infrastructure And Transportation Systems Buckle
Under Pressure

¢ Railroad Crossing Elimination Grant Program

Training Opportunities:

e Classroom
= Analyzing Cyber Risk With The CDM Agency Dashboard -
Classroom - 7/23-24-2024


https://fusion.vsp.virginia.gov/vfcshield/ciaware-july-2024/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield
https://www.bayjournal.com/news/energy/energy-demands-for-northern-virginia-data-centers-almost-too-big-to-compute/article_d64ab388-2cb7-11ef-a753-4ffcc056f619.html
https://www.bayjournal.com/news/energy/energy-demands-for-northern-virginia-data-centers-almost-too-big-to-compute/article_d64ab388-2cb7-11ef-a753-4ffcc056f619.html
https://www.cnbc.com/2024/07/11/us-states-best-infrastructure-georgia-arizona-virginia.html
https://www.cnbc.com/2024/07/11/us-states-best-infrastructure-georgia-arizona-virginia.html
https://www.loudountimes.com/0local-or-not/1local/dominion-says-its-securing-infrastructure-against-evolving-threats/article_0fa73b6a-a4e1-11ee-b208-9fd3287ff93a.html
https://virginiamercury.com/2024/07/09/federal-government-awards-pollution-cleanup-funding-to-dublin-dumfries/
https://virginiamercury.com/2024/07/09/federal-government-awards-pollution-cleanup-funding-to-dublin-dumfries/
https://www.costar.com/article/1604670303/construction-begins-on-high-speed-passenger-rail-connecting-state-capitals-of-north-carolina-and-virginia
https://www.costar.com/article/1604670303/construction-begins-on-high-speed-passenger-rail-connecting-state-capitals-of-north-carolina-and-virginia
https://broadbandbreakfast.com/state-official-virginia-agnostic-on-broadband-technology/
https://www.hstoday.us/subject-matter-areas/maritime-security/houthis-fire-on-us-flagged-container-ship-sailing-through-arabian-sea/
https://www.cnn.com/2024/07/09/politics/intelligence-russian-sabotage-threat-us-bases-europe/index.html
https://www.cnn.com/2024/07/09/politics/intelligence-russian-sabotage-threat-us-bases-europe/index.html
https://abcnews.go.com/Politics/iranian-government-actors-seeking-advantage-pro-palestinian-protests/story?id=111786372
https://abcnews.go.com/Politics/iranian-government-actors-seeking-advantage-pro-palestinian-protests/story?id=111786372
https://www.nbcnewyork.com/news/national-international/us-heat-wave-transportation-infrastructure-impact/5558540/
https://www.nbcnewyork.com/news/national-international/us-heat-wave-transportation-infrastructure-impact/5558540/
https://railroads.dot.gov/grants-loans/railroad-crossing-elimination-grant-program
https://www.cisa.gov/news-events/events/analyzing-cyber-risk-cdm-agency-dashboard-cdm111
https://www.cisa.gov/news-events/events/analyzing-cyber-risk-cdm-agency-dashboard-cdm111

e Webinars
o CBRN
= Chemical, Biological, Radiological, And Nuclear Threats &
Capabilities - Virtual - 7/31/2024 - Intended for law enforcement
and those who support law enforcement
Chemical
= Chemical Security Seminars - Virtual - 7/11/2024 & 7/18/2024
o Communications
= Leveraging Survey Data For Collaborative Initiatives & National
Planning - Virtual - 7/24/2024
= Informational Webinar: FY 2024 Rural Emergency Medical
Communications Demonstration Project - Virtual - 7/19/2024
Cyber
= |ntroduction To The CDM Agency Dashboard (CDM141) - Virtual -
7/16/2024 (If approved to attend you must attend a mandatory
technical check 7/15/2024)
Industrial Control Systems
= CISA offers a variety of free online training regarding ICS.
Information can be located at the ICS Training Calendar

o
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This is an open-source product. Redistribution is encouraged.


https://hq-dhs.zoomgov.com/webinar/register/WN_6RagvQiVQT2GVDZ9ojClRA#/registration
https://hq-dhs.zoomgov.com/webinar/register/WN_6RagvQiVQT2GVDZ9ojClRA#/registration
https://hq-dhs.zoomgov.com/webinar/register/WN_6RagvQiVQT2GVDZ9ojClRA#/registration
https://hq-dhs.zoomgov.com/webinar/register/WN_6RagvQiVQT2GVDZ9ojClRA#/registration
https://www.cisa.gov/news-events/events/2024-chemical-security-seminars
https://www.cisa.gov/news-events/events/leveraging-survey-data-collaborative-initiatives-and-national-planning
https://www.cisa.gov/news-events/events/leveraging-survey-data-collaborative-initiatives-and-national-planning
https://www.cisa.gov/news-events/events/informational-webinar-fy-2024-rural-emergency-medical-communications-demonstration-project
https://www.cisa.gov/news-events/events/informational-webinar-fy-2024-rural-emergency-medical-communications-demonstration-project
https://www.cisa.gov/news-events/events/introduction-cdm-agency-dashboard-cdm141
https://www.cisa.gov/news-events/events/introduction-cdm-agency-dashboard-cdm141
https://www.cisa.gov/news-events/events/introduction-cdm-agency-dashboard-cdm141
https://www.cisa.gov/ics-training-calendar
https://www.cisa.gov/ics-training-calendar

- Tools and Resources -
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Resource | CISA

CISA Red Team's Operations
Against A Federal Civilian
Executive Branch
Organization

In early 2023, the Cybersecurity and
Infrastructure Security Agency (CISA)
conducted a SILENTSHIELD red team
assessment against a Federal Civilian
Executive Branch (FCEB) organization.
During SILENTSHIELD assessments, the
red team first performs a no-notice, long-
term simulation of nation-state cyber
operations. The team mimics the
techniques, tradecraft, and behaviors of
sophisticated threat actors and measures
the potential dwell time actors have on a
network, providing a realistic assessment
of the organization’s security posture.
Then, the team works directly with the
organization’s network defenders, system
administrators, and other technical staff to
address strengths and weaknesses found
during the assessment. The team’s goal is
to assist the organization with refining their
detection, response, and hunt
capabilities—particularly hunting unknown
threats.

Resource | American Planning Association

Creating Great Communities
For All

APA has long been an advocate for
more and better investment in the
nation's infrastructure. APA's Legislative
and Policy Committee and Board of
Directors has adopted a set of
"infrastructure principles” to inform
Congress and partner organizations
about critical planning ideas for any
federal infrastructure package.

APA has a number of resources
available to assist our members in day-
to-day and long-term decision making
on infrastructure issues. Check out
some of the infrastructure-related
highlights in this round-up of resources.


https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-193a
https://www.planning.org/policy/principles/infrastructure/
https://www.planning.org/resources/infrastructure/

View Virginia Fusion Observe Suspicious
Center Homepage @ Activity?

Click Here Report Online

Not a VFC Shield Member?

Useful Links

webversion VFC Fusion Site

VEC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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