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Incidents/Articles of Note:

 Virginia's $126 Million Boost: Turning 23 Sites Into Business Powerhouses
(VA)

e US Senate Approves 11 Of 12 FY 2025 Draft Funding Bills With Virginia
Priorities (VA)

e Port Of Virginia Cuts Ribbons On $83 Million Rail Yard Expansion (VA)

¢ The Rise Of Renewable Energy Has Made Cybersecurity More Critical Than
Ever (VA)

» Virginia Department Of Health Unveils Draft Septic Regulations To Account
For Climate Change (VA)

 Virginia Enlists College Students To Defend Against Election Cyberattacks
(VA)

» Prince George County Receives $959K For Drinking Water Project At
Appomattox River (VA)

e Virginia DWR Awarded $8 Million Grant To Restore Critical Marsh Habitat On
James River (VA)

e Virginia Commits $30M To Suffolk Port Infrastructure Project (VA)

¢ A New Plan To Break The Cycle Of Destructive Critical Infrastructure Hacks

e DEF CON Franklin Project Enlists Hackers To Harden Ciritical Infrastructure?

e Redefining The ROI Of Infrastructure Upgrades In Senior Living Facilities

¢ Facial Recognition Systems In Securing Critical Infrastructure

¢ Huge Shipping Company Files Chapter 11 Bankruptcy To Liquidate

e Safeguarding Subsea Cables: Protecting Cyber Infrastructure Amid Great
Power Competition
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e Protecting Ships From Cyber Terrorism

- Tools and Resources -

Resource | FEMA

Community Lifelines

A lifeline enables the continuous
operation of critical government and
business functions and is essential to
human health and safety or economic
security.

Lifelines are the most
fundamental services in the
community that, when stabilized,
enable all other aspects of
society to function.

FEMA has developed a construct
for objectives-based response
that prioritizes the rapid
stabilization of Community
Lifelines after a disaster.

The integrated network of assets,
services, and capabilities that
provide lifeline services are used
day-to-day to support the
recurring needs of the community
and enable all other aspects of
society to function.
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Resource | CISA

National Infrastructure
Protection Plan And
Resources

The Plan was developed through a
collaborative process involving
stakeholders from all 16 critical
infrastructure sectors, all 50 states, and
from all levels of government and
industry. It provides a clear call to action
to leverage partnerships, innovate for
risk management, and focus on
outcomes.

Also available on this page are
supplements that serve as tools and
resources that can be used for
members of the critical infrastructure
community as they implement specific
aspects of the Plan and an array of
independent study courses.


https://www.securitymagazine.com/articles/100574-protecting-ships-from-cyber-terrorism
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/national-infrastructure-protection-plan-and-resources
https://www.fema.gov/emergency-managers/practitioners/lifelines

Resource | NCTC, FBI, DHS

Violent Extremist
Mobilization Indicators And
The Critical Infrastructure
Sector

NCTC, FBI, and DHS?s US Violent
Extremist Mobilization Indicators 2021
Edition is a booklet of 42 indicators?or
observable behaviors?that suggest an

ideologically motivated US-based
violent extremist may be mobilizing to

violence. This supplement is intended to
show how these indicators can be used

to help detect threats against 16 critical
infrastructure sectors. Critical

infrastructure is a frequent and enduring

target of US violent extremists.

It is most important to look critically and

contextually at the specific actions of
the individual and their intent.
Individuals are encouraged to contact

law enforcement if?based on the totality

of these behavioral indicators and the
situational context?they suspect an
individual is mobilizing to violence or
engaging in violent extremist activities.
No single indicator should be the sole
basis for action

Resource | ODNI, FBI, CISA

Joint Statement On Iranian
Election Influence Efforts

We have observed increasingly
aggressive Iranian activity during this
election cycle, specifically involving
influence operations targeting the
American public and cyber operations
targeting Presidential campaigns.


https://fusion.vsp.virginia.gov/wp-content/uploads/2024/08/Violent-Extremist-Mobilizaition-Indicators-Critical-Infrastructure-Sector-1.pdf
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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