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CyberAware

Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Virginia Guard Tests Cybersecurity Readiness In Exercise (VA)

¢ Virginia Enlists College Students To Defend Against Election Cyberattacks
(VA)

e Police Systems And Online Utility Payments Remain Down After North Miami
Cyberattack (FL)

¢ Michigan Congressman Urges Probe Into Security Concerns Over Hacking
With Chinese Wi-Fi Routers (M)

e Study Reveals Which U.S. States Are Most Vulnerable To Cyber-Attacks

¢ National Public Data Admits Hackers Stole Social Security Numbers In
Massive Breach Reportedly Affecting Nearly All Americans

¢ Russia Ups The Ante: Kremlin-Backed Hackers Launching More Sophisticated
Phishing Attacks

e Google Confirms An Iranian Group Is Trying To Access Emails Linked To Both
US Presidential Campaigns

e Scammers Dupe Chemical Company Into Wiring $60 Million

e FBI Shuts Down Dispossessor Ransomware Group's Servers Across U.S.,
U.K., And Germany

o Safeguarding Subsea Cables: Protecting Cyber Infrastructure Amid Great
Power Competition

e Protecting Ships From Cyber Terrorism

Training Opportunities:

This is an open-source product. Redistribution is encouraged.


https://fusion.vsp.virginia.gov/vfcshield/cyberaware-august-2024/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.nationalguard.mil/News/Article-View/Article/3876207/virginia-guard-tests-cybersecurity-readiness-in-exercise/
https://dailyprogress.com/news/local/government-politics/virginia-enlists-college-students-to-defend-against-election-cyberattacks/article_05422c18-5434-11ef-9ad6-a792c4898219.html
https://dailyprogress.com/news/local/government-politics/virginia-enlists-college-students-to-defend-against-election-cyberattacks/article_05422c18-5434-11ef-9ad6-a792c4898219.html
https://www.yahoo.com/news/police-systems-online-utility-payments-180234239.html
https://www.yahoo.com/news/police-systems-online-utility-payments-180234239.html
https://justthenews.com/nation/states/center-square/michigan-congressman-urges-probe-security-concerns-chinese-routers
https://justthenews.com/nation/states/center-square/michigan-congressman-urges-probe-security-concerns-chinese-routers
https://techinformed.com/colorado-named-state-most-vulnerable-to-cyber-attacks/
https://nypost.com/2024/08/19/business/national-public-data-admits-hackers-stole-social-security-numbers/
https://nypost.com/2024/08/19/business/national-public-data-admits-hackers-stole-social-security-numbers/
https://www.firstpost.com/tech/russia-ups-the-ante-kremlin-backed-hackers-launching-more-sophisticated-phishing-attacks-13805123.html
https://www.firstpost.com/tech/russia-ups-the-ante-kremlin-backed-hackers-launching-more-sophisticated-phishing-attacks-13805123.html
https://apnews.com/article/iran-hack-trump-biden-harris-google-microsoft-d7826d34db96d5da36b6ab859f4c7552
https://apnews.com/article/iran-hack-trump-biden-harris-google-microsoft-d7826d34db96d5da36b6ab859f4c7552
https://www.helpnetsecurity.com/2024/08/13/orion-fraudulent-wire-transfers-60-million/
https://thehackernews.com/2024/08/fbi-shuts-down-dispossessor-ransomware.html
https://thehackernews.com/2024/08/fbi-shuts-down-dispossessor-ransomware.html
https://www.csis.org/analysis/safeguarding-subsea-cables-protecting-cyber-infrastructure-amid-great-power-competition
https://www.csis.org/analysis/safeguarding-subsea-cables-protecting-cyber-infrastructure-amid-great-power-competition
https://www.securitymagazine.com/articles/100574-protecting-ships-from-cyber-terrorism

o NW3C - Intermediate Digital Forensic Analysis: SQLite Primer - Virtual -
9/4/2024 - Must be a criminal justice practitioner?

o NW3C - What Are The Top Digital Evidence Issues In 20247 - Virtual -
9/5/2024 - Must be a criminal justice practitioner

o NW3C - Basic Cyber Investigations: Digital Footprints - Virtual -
9/12/2024 - Must be a criminal justice practitioner??

o Industrial Control Systems - A variety of virtual and in-person courses

can be found at this link

- Tools and Resources -

security

Internet —

Resource | NIST

Computer Security Resource
Center

The Computer Security Resource
Center (CSRC) has information on
many of NIST's cybersecurity- and
information security-related projects,
publications, news and events. CSRC
supports people and organizations in
government, industry, and academia?
both in the U.S. and internationally.

Here you can learn more about current
projects and upcoming events. Browse
the publications library of standards,
guidelines and other reports. You can
explore page content by topic or search
a glossary for terms defined in NIST
publications.

CYRER + INFRASTRUCTURE

Resource | CISA

#StopRansomware
: BlackSuit (Royal)

Ransomeware

The resource link provides known
indicators of compromise (IOCs) and
tactics, techniques and procedures
(TTPs) associated with BlackSuit
identified through FBI investigations and
third-party reporting as recently as July
2024.

BlackSuit threat actors, formerly known
as Royal, have demanded over $500
million USD and gain initial access to
victim networks using several means,
such as phishing, compromising remote
desktop protocol vulnerabilities,
exploiting vulnerable public-facing
applications, and brokers that harvest
virtual private network credentials from
stealer logs.
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View Virginia Fusion Observe Suspicious
Center Homepage @ Activity?

?Click Here ?Report Online

Not a VFC Shield Member?

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike Email Coordinator All Products
N. Chesterfield, VA 23235

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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