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Incidents/Articles of Note:

Virginia Guard Tests Cybersecurity Readiness In Exercise (VA)
Virginia Enlists College Students To Defend Against Election Cyberattacks
(VA)
Police Systems And Online Utility Payments Remain Down After North Miami
Cyberattack (FL)
Michigan Congressman Urges Probe Into Security Concerns Over Hacking
With Chinese Wi-Fi Routers (MI)
Study Reveals Which U.S. States Are Most Vulnerable To Cyber-Attacks
National Public Data Admits Hackers Stole Social Security Numbers In
Massive Breach Reportedly Affecting Nearly All Americans
Russia Ups The Ante: Kremlin-Backed Hackers Launching More Sophisticated
Phishing Attacks
Google Confirms An Iranian Group Is Trying To Access Emails Linked To Both
US Presidential Campaigns
Scammers Dupe Chemical Company Into Wiring $60 Million
FBI Shuts Down Dispossessor Ransomware Group's Servers Across U.S.,
U.K., And Germany
Safeguarding Subsea Cables: Protecting Cyber Infrastructure Amid Great
Power Competition
Protecting Ships From Cyber Terrorism

Training Opportunities:
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NW3C - Intermediate Digital Forensic Analysis: SQLite Primer - Virtual - 
9/4/2024 - Must be a criminal justice practitioner?
NW3C - What Are The Top Digital Evidence Issues In 2024? - Virtual - 
9/5/2024 - Must be a criminal justice practitioner
NW3C - Basic Cyber Investigations: Digital Footprints - Virtual -
9/12/2024 - Must be a criminal justice practitioner??
Industrial Control Systems - A variety of virtual and in-person courses 
can be found at this link

- Tools and Resources -

Resource | NIST Resource | CISA

Computer Security Resource 
Center

#StopRansomware
: BlackSuit (Royal) 
RansomewareThe Computer Security Resource 

Center (CSRC) has information on 
many of NIST's cybersecurity- and 
information security-related projects, 
publications, news and events. CSRC 
supports people and organizations in 
government, industry, and academia? 
both in the U.S. and internationally.

The resource link provides known 
indicators of compromise (IOCs) and 
tactics, techniques and procedures 
(TTPs) associated with BlackSuit 
identified through FBI investigations and 
third-party reporting as recently as July 
2024.

Here you can learn more about current 
projects and upcoming events. Browse 
the publications library of standards, 
guidelines and other reports. You can 
explore page content by topic or search 
a glossary for terms defined in NIST 
publications.

BlackSuit threat actors, formerly known 
as Royal, have demanded over $500 
million USD and gain initial access to 
victim networks using several means, 
such as phishing, compromising remote 
desktop protocol vulnerabilities, 
exploiting vulnerable public-facing 
applications, and brokers that harvest 
virtual private network credentials from 
stealer logs.
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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