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Awareness Through Information Sharing

Incidents/Articles of Note:

e Bomb Threat Forces Partial Evacuation At Local Hospital (VA)

¢ Knives, Machetes, And Guns: Thousands Of Weapons Intercepted At
Hampton Roads Hospitals (VA)

¢ Officials Warn Of Risks As McLaren Recovers From Attack (Ml)

e Trooper Who Killed Shooter At NH Hospital Justified In Using Deadly Force,
AG Says (NH)

e Salem Hospital Locked Down Sunday After Man Pointed Handgun At Security
Guard (OR)

e Cyber Roundup: OneBlood Recovers From Ransomware, Change Starts
Sending Breach Notices

¢ Government Steps Up Efforts To Protect Healthcare Data

¢ Healthcare Data Breach Statistics

e Body-Worn Cameras Are Revolutionizing Hospital Safety And Security

¢ Intrado, GeoComm Partner To Share Indoor Maps With PSAPs, First
Responders?

e How To Better Secure Your Healthcare Facility?

e Durable Medical Equipment Fraud

Training Opportunities:

o Cybersecurity Awareness Training - On Demand - HHS
o Preventing Occupational Exposure To Bloodborne Pathogens In
Healthcare - On Demand Webinar - John Hopkins
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https://rocktownnow.com/news/218812-bomb-threat-being-investigated-at-augusta-health/
https://www.13newsnow.com/article/news/local/13news-now-investigates/weapons-in-hospitals-intercepted-virginia-hampton-roads/291-4677dee5-b3e9-48f1-a08b-ac6a7b67cc98
https://www.13newsnow.com/article/news/local/13news-now-investigates/weapons-in-hospitals-intercepted-virginia-hampton-roads/291-4677dee5-b3e9-48f1-a08b-ac6a7b67cc98
https://www.bankinfosecurity.com/officials-warn-risks-as-mclaren-recovers-from-attack-a-26037
https://www.wmur.com/article/nh-hospital-shooting-trooper-justified-82224/61948062
https://www.wmur.com/article/nh-hospital-shooting-trooper-justified-82224/61948062
https://www.salemreporter.com/2024/08/12/salem-hospital-locked-down-sunday-after-man-pointed-handgun-at-security-guard/
https://www.salemreporter.com/2024/08/12/salem-hospital-locked-down-sunday-after-man-pointed-handgun-at-security-guard/
https://www.healthcareitnews.com/news/cyber-roundup-oneblood-recovers-ransomware-change-starts-sending-breach-notices?aliId=eyJpIjoibVFFV29SczZjU3g5UVNncCIsInQiOiJRUEtibmtValE1dStNaExmM1R1azBBPT0ifQ%253D%253D&iesrc=ctr
https://www.healthcareitnews.com/news/cyber-roundup-oneblood-recovers-ransomware-change-starts-sending-breach-notices?aliId=eyJpIjoibVFFV29SczZjU3g5UVNncCIsInQiOiJRUEtibmtValE1dStNaExmM1R1azBBPT0ifQ%253D%253D&iesrc=ctr
https://www.bankinfosecurity.com/government-steps-up-efforts-to-protect-healthcare-data-a-25970
https://www.hipaajournal.com/healthcare-data-breach-statistics/
https://www.campussafetymagazine.com/insights/body-worn-cameras-are-revolutionizing-hospital-safety-and-security/160664/
https://www.campussafetymagazine.com/press-releases/intrado-geocomm-partner-to-share-indoor-maps-with-psaps-first-responders/160407/
https://www.campussafetymagazine.com/press-releases/intrado-geocomm-partner-to-share-indoor-maps-with-psaps-first-responders/160407/
https://facilitiesmanagementadvisor.blr.com/security/how-to-better-secure-your-healthcare-facility/
https://www.aarp.org/money/scams-fraud/info-2019/medical-equipment.html?CMP=EMC-CSN-NLC-OTH-FRD-1796601-1975702-8521093-NA-08072024-FraudWatchNetwork_Aug-MS1-MedicalEquipment-TXT-ALL-Fraud&encparam=eoj5QLEgPQ2RTdIWVm0Pq%2fEHlqOv9vbv66zosRKkX5w%3d
https://www.hhs.gov/about/agencies/asa/ocio/cybersecurity/security-awareness-training/index.html
https://publichealth.jhu.edu/johns-hopkins-education-and-research-center-for-occupational-safety-and-health/continuing-education/online-training-modules/online-modules-preventing-occupational-exposure-to-bloodborne-pathogens-in-healthcare
https://publichealth.jhu.edu/johns-hopkins-education-and-research-center-for-occupational-safety-and-health/continuing-education/online-training-modules/online-modules-preventing-occupational-exposure-to-bloodborne-pathogens-in-healthcare

o Suicide Reduction In Behavioral Health And Human Services - On
Demand Webinar - The Joint Commission

- Tools and Resources -

Resource | OSHA
Worker Safety In Hospitals

In 2019, U.S. hospitals recorded
221,400 work-related injuries and
illnesses, a rate of 5.5 work-related
injuries and illnesses for every 100 full-
time employees. This is almost twice
the rate for private industry as a whole.

OSHA created a suite of resources to
help hospitals assess workplace safety
needs, implement safety and health
management systems, and enhance
their safe patient handling programs.
Preventing worker injuries not only

helps workers?it also helps patients and

will save resources for hospitals.

Resource | HHS

On-Campus Health Care
Facility Armed Assailant
Planning Considerations

Health care planners can use this
checklist to help prepare their facilities
to mitigate, respond to, and recover
from an active shooter or armed
assailant situation on campus. In an
actual emergency, follow facility protocol
for armed assailant/active shooter
codes. Inform 911 and use your internal
approach for alerting security and

other health care facility personnel of
the incident.

This is an open-source product. Redistribution is encouraged.


https://www.jointcommission.org/resources/news-and-multimedia/webinars/webinars/2022sep13-suicide-reduction-in-behavioral-health-and-human-services/
https://www.jointcommission.org/resources/news-and-multimedia/webinars/webinars/2022sep13-suicide-reduction-in-behavioral-health-and-human-services/
https://www.osha.gov/hospitals
https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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